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DistributedNetwork Analysis

Abstract

Intrusively monitoring the activity on a network canadd extremely large load to a sener, for
examplemonitoringthe web sitesthatusersona LAN visit without having the overheadof running
a transparenproxy sener. Another examplewould be to monitor the corversationsthat people
on aLAN are having with the outsideworld via someform of instantmessagingpplication(i.e.
MSN Messenger)Both of theseprocessewould traditionallyrequirea proxy sener to interceptthe
contentof messages/pagéstweerthe sourceandthe destinationaddingextra overheado systems
thatcouldbe utilised elsevherein the organisation.By monitoringthis contentin a passve fashion
it is possibleto monitor systemsvithouttouchingor reconfiguringthem.

Keywords
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Preface

During this documenthe symbolin Figurel is usedto definea predefinedorocess.This processmay
be documentedasanotherflow chartat anotherpointin this document.Therearealsoa numberof key
termsandabbreiationsthatareonly referencederedueto the vastnumberof timesthatthey appeaiin
thedocument.

e |IEEE 802.3CSMA/CD Ethernet(802.3)[1]

¢ InternetProtocol(IP/IPv4)[3][4]

e AddressResolutionProtocolon IEEE 802.3Networks (ARP)[4]
e ReverseAddressResolutionProtocol(RARP)[5]
e UserDatagranProtocol(UDP)[6]

e TransmitionControl Protocol(TCP)[7]

e Network IntruderDetectionSystem(IDS)

e Network IntruderPreventionSystem(IPS)

e Java[l8]

e Java Native Interfaces(JINI)

e JavaVirtual Machine(JVM)

e Libpcap- Network Paclket CaptureAPI[9]

e Jpcap JNI WrapperfFor Libpcap

e Libnids- Network Packet CaptureAPI[10]

¢ OpenSourceMessage&ueug(OSMQ)[15]

Example

Figurel: PredefinedProcess
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1 Assessmenbf the project

1.1 What is the technical contribution of the project?

Paclket captureandanalysisprogramsarevery comple piecesof softwarethatrequirelargeamountsof
computepower to achiese theregoal,to thisendmostapplicationsarewrittenin C for greaterefficiency.
By distributing the systemit allows for lower power cheapersystemsto be usedto monitor a high
bandwidthconnection.Also writing the systemin Java makesit easyto migratethe systemto ary host
operatingsystemsupportedy LibpcapandJava.

1.2 Why should this contribution be considered either relevant of important to
computer systemsengineering?

Computemetworksarerapidly expandingto cover mostof theworld, andComputerSystemdEngineers
are being contractto designand install them. In orderto fully ordit the security of any network it
needsto be monitoredfor threats,or to gather performancerelatedinformation. JXNAP will allow
network designerdo fully monitor network installationsand capturesecurityand performanceelated
informationtailoredto thereexactneeds.

1.3 How canother make useof the work in this project?

All of the publisheddocumentdfor this projectwill eventually be publishedon the project website
(http://jxnap.tomjudge.com)nderthe GNU FreeDocumentatiorLicensé underwhich this documen
is licensed.All of the sourcecodefor the projectis licensedunderthe GNU Public Licenseé andwiill
alsobepublishedonthe projectwebsite.Onceall of thisis publishedheprojectwill beregisteredn the
OSTGsoftwareindex onlineat http://freshmeat.neh orderto make thelargestnumter of peopleaware
of the projectaspossible.

1.4 Why shouldthis project be considered and achievement?

The project makes distributed network analysissoftware available to everyone,where beforeit was
limited to a selectionof commercialproductsandonly to thosethatcouldafford to buy licensedor the
products.Thereis a functioningprototypethatdemonstratethe capabilitiesof the system.

1.5 What are the weaknessesf this project

The main weaknesf this projectis the lack of target basedIP defragmentatiorand TCP stream
reassemblywhich allow standardDS/IPSevasiontechniquego be usedto allow attaclersto traverse

lpleaseseeAppendixH for acompletecopy of the GNU FDL
2PleaseseeAppendix! for acompletecopy of the GPL
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the systemwithout the threatthey presenteingdetected Anotherweaknesss the OSMQ systemthat
is usedfor nodeto hub communicationsthe dueto lack of documentationt hasnot beenpossibleto
fully stabilisethecommunicationdetweerthenodeandthehuh Thearny subsequentleasesf JXNAP
shouldfind analternatve messagérokering system.
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2 Intr oduction

2.1 The Problem

In todayscomplex corporate T world securityis becomingmoreandmoreimportantasthe numberof
systemghat are exposedto uncontrollednetwork traffic is rising. With the hardedgeof the business
network rapidly diminishingthe job of patrolling the network edgesis becomingharderand harder
TechnologiesuchasLaptops,PDA’'s, GPRS Bluetooth,WiFI, BroadbandHomelnternetAccessVPN
and Extranetsare all causesof the breakdevn of the businessnetwork edge. Roamingworkers are
taking therecomputershomeat the end of the day; it is at this point that around80-90% (reference
this) of compary’s loosetrack of whatis beingdoneon compary equipment.The next working daythe
systemsarebroughtbackinto the office pluggedbackinto the network or connecto it by WiFI, while
the systemsawvhereout of the office they could have picked up any numberof virii or trogens.As soon
asthey arepluggedinto theinternalnetwork undertraditionalsecuritysetupghey have completelyside
steppedary protectionplacedon the network to stopthe problemgettinginto the network they arenow
freeto causehavoc without bounds.A very goodexampleof this problemthe codered worm attackon
the US Pentagorwhich wasfreeto spreadhoughthe Pentagoniternalnetwork causinghavoc for the
systemsadministrators.

Thereare several companiesvho male solutionsfor this sort of problemundera commerciallicense
but asyet thereareno OpenSourcesolutionsto this problemwhich cancosthugeamountsof monegy
to resole. Commercialsystemssuchasthe onescreatedoy SourceFirdnc areextremelyexpensve to
run andprovide little in theway of customabliltyto the purchaserwhichis why it wasdecidedto write
JXNAP, adistributed platformfor building sucha systemfor the OpenSourcecomunity

The platform is able to supporta whole host of disparatenetwork monitoring applicationsin one
distributedsystemallowing themall to communicat@mongseachotherfor eventcorrelatiorandsystem
self maintenanceThefollowing areafew examplesof applicationghatcouldbe hostedon JXNAP:

e Network AssetTracking
e Network IntruderDetection/PreentionSystems

Network Anomaly Detection

RoamingClient Tracking

IDS EventThreatLevel Estimation

10
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2.2 The Solution

JXNAP is a distributed modularnetwork monitoringsystemdesignedn sucha way thatit canbe used
for almostary purpose from intruderdetectionto monitoring the usageof a website. The systemis
madeup of 3 componentsthenode,thehubandthe GUI.

Thenodeis responsabléor capturingthetraffic on the network anddoingthe primaryanalysisof it and
thenpassingherelative informationon to the huh Thehubis responsabléor collectingthe datafrom

GUI3 |7

Hub 2

Node 5

GUI 2

Node 4

GUI 1

Node 3

Node 2

Hub 1

Node 1

Figure2: SystemOver View

severalnodesandloggingtheeventsin apersistantmanneyfor lateraccesdy theGUI. Thehubcanalso
optionally performfurtheranalysisin the eventfrom severalnodesandusesmallereventsfrom several
nodesto for examplecreatea larger morecritical eventfor the entirenetwork beingmonitored.As well
asthisthe hubis ableto maintainlogical views of networks by groupingsetsof nodestogetherto form
asinglenetwork.

The GUI is responsabléor displayingthe resultsof the captureddatato the network administrators,
andgeneratingeportsandgraphsfor themto work from. The GUI will be ableto connectto multipul
hubsandform a even more powerful view of a single network. The hubswill alsobe ableto support
connectiongrom multiple GUI's atarny onepointin time sothatmorethanoneadministratorcanview
andaccessheinformationgenerated.

Figure 2 shavs an example of how the partsof the systemcould be interconnectedn an example
productionenvironment.

11
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2.3 Project Management
2.3.1 TechnologiedJsed

Oneof themostcommonflaws of theopensourcecommunityis duplicatingcompletesoftwarepackages
becausdhe only existing packagesio not have the featuresetthat you require. During the courseof
developingJxXNAP it hasbeendecidedthatinsteadof writing severalcomponent$rom scratchit would
befasterandmoreefficientto make minor modificationsto existing packagesatherthanimplementing
thesamething again.

Java

Jarawaschoserasthemainprogrammindanguageo implementJxNAP in asit opengheprojectupto
alargertargetaudiencewhich asnotall network administratorarewilling to uselinux or Unix variants
is very important. It also providesa lot of the main API featuresthat otherlanguagesion't provide
without usinglarge numbersf externallibrary’s.

Libpcap and JPcap

Libpcapis thedefactoopensourcepacletcaptureAPI, unfortunatelywrittenin C theJPcapINl interface
allowsuseof thelibrary in Java. JPcapmlsosupportaisingthewindows portof Libpcap,winpcap,which
meanghatthe systemcanstill be usedon mostuniciesandwindows.

Libnids

Libnids was incorporatedat a very late stagein the developmentcycle due to a failure to write a
functioning TCP streamreassemMy engine.Libnids hasnot beentestedon asmary operatingsystems
asLibpcapbut is basedon it, this shouldmeanthat| will run on the sameplatformsthatLibpcapand
winpcaprunon.

OSMQ

OSMQ waschosenasthe original basefor all inter componentommunicationshowever its planned
role was reducedduring the GUI developmentphaseasit leadto somevery difficult asynchronous
communicatiorissues.lt still provides mostof the corefunctionsfor the node,hub communications,
including dynamic messagebroker discovery, redundantbrokers, automatictransmitioncontrol and
objectserialisation After working with it for a prolongedperiodof time, it hasbecomeharderto make
effective useof the packagadueto a lack of gooddocumentation Any subsequentelease®f JXNAP
shouldconsidereplacingOSMQwith amessagéroker thatis betterdocumented.

12
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JMX

Jara ManagementExtentions (JMX) where chosenas the replacementto OSMQ, for GUI hub
communications.JMX providesa RPC basedinterfaceto managementunctionsof the application
beingmanaged.RPC solved a larger numberof the asychrinouscommunicationrmanagemenissues
presentin the huh JMX alsoallows for multipul interfacesto the managemenéxtentions,allowing

future developmento addfeaturessuchasawebbasednanagementonsole.

MC4j

ManagementConsole4 Java (MC4)) was chosenfor the baseof the GUI asit providesa very well
documentednd stableplatform to build managemenapplicationsthat work with IMX. MC4j allows
creationof multipul conrecions to systemgshataremanageableia JMX. If MC4j wasusedto manage
otherapplicationswith in the businessaddingJxNAP’s featuredo it is very simplejob of justaddinga
newx connection.

Log4j

The ApacheFoundations Log4j API could almostbe describedasthe industrialstandardogging API
for enterpriseJava applications. It is very flexable andits output configurationcan be changedvia a
simpleconfiguratiorfile sothatsystemadministratorgantunetheloggin outputto their exactneeds|t
is for thesereasonghatit waschoserto provide thelogginginterfacefor JXNAP.

2.4 Testing

During developmentregular manualtestingtook place,aswell a selectfew automatedests. During

thetestingstagethe a 2 nodeswhererun on the switchednetwork. Therewasa hub runningon athird

computeron the network andseveral GUI connectioncomingfrom boththelocal network andfrom a
remotelocationsvia a VPN connection.Along sidethis a copy of tcpdumpwasrunningon the same
hostsasthe 2 nodesdumpingall of the capturedraffic to discfor analysisandcheckingagainstthelog

recordscreatedby the system.

2.4.1 Final Timetable

Someitems have beenswap aroundto accommodatehe new timeline and someitems have been
duplicatedto datesin the future dueto the fact that they were not completedon time and hadto be
rescheduledor completionat alaterdate.

3RemoteProcedureCall

13
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Week Task

3 ProjectSpecificatiorDueln
BasicSystemDesignComplete

Work on basicpaclet captureinterface

BasicPacket CapturelnterfaceComplete

Implementatiorof hubcorecomplete

Implementatiorof moduleloadingandmoduleinterfaces

0N O O b~

Hub to nodecommunicatiorprotocoldesigned
GUI to Hub communicatiorprotocoldesigned

9 Writing andhandingin ProgressReport

10 Implementatiorof hubto nodecommunications
Implementatiorof hubcorecomplete

Holiday 1 | BasicGUI Implemented
GUI to Hub communicatiorprotocoldesigned

Holiday 2 | GUI Moduleloadingimplemented

Holiday 3 | GUI to hubcommunicationsmplemented

Holiday 4 | Testingof basicsystem

11 Implementatiorof first realmodule

12 Implementatiorof first realmodulecomplete

13 Full testingof systemwith onemoduleinstalled

14 Implementatiorof secondmodule

15 Implementatiorof secondnodulecomplete

16 Full testingof systemwith on demandmoduleloading
17 Provisionally implementa third module

18 Provisionally completemplementatiorof third module
19 ProjectPresentation

20 ProjectPresentation

Holiday 1 | Reportwriting andbugfixing

Holiday 2 | Reportwriting andbugfixing

Holiday 3 | Reportwriting andbugfixing

Holiday 4 | Reportwriting andbugfixing

21 Final reportreadyfor proofreading

22 Final Reportdeadline

14
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3 The Node

3.1 AnalysisEngine

Possiblythe mostimportantcomponenbf IXNAP thenodesanalysisengineis responsablér capturing
all of the network traffic, anddistributing it to the analysismodules.In orderto do this successfullyit
mustbe capableof thefollowing:

¢ ReadingethernetFramesoff the Network

¢ Determiningthe payloadprotocolof Ethernet~rames
e DecodinglP Packets

e DefragmentingP Packets

e ReassemblingCP Streams

¢ Determiningthe operatingsystemof remotehosts

In orderto achieve bring this quitesignificantsetof featurego theanalysisenginethefollowing library’s
whereutilised.

e Libpcap
e Libnids
e Jpcap

e pOf

15
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3.1.1 CaptureEngine

The captureengineis a mix of c/c++ andJava codeinterfacedtogetherwith JNI. Figure 3 shaws the
work flow of the CaptureEngine,the captureenginerunsin a dedicatedhread.

The input from the network card is handledby a combinationof Libpcap and Libnids, Libpcap is
responsabldor capturingindividual ethernetframeswhile Libnids is responsabldor capturingand
assemblingl CP streams.Libnids wasincludedat the very last minute asa simple solutionto a very
brokenTCPstreanreassemblgnginethatwaswrittenin Javafrom scratch.This hasleadto asomevhat
large increasdan the computepower requiredto analysethe network traffic aseachframeis effectively
beingprocessedwice. Figure3 shavs the Streamassemblaspartof the captureengineafter Libpcap,
which is the original plannedstreamassembledesign. The nen streamassemblewill be explainedin
moredetailin alatersection.

/NetworkCard /L—) Read Packet

A

Is the packet a
valid Ethernet
packet?

No

Stream Assembler

Packet Engine Network View

A A

Yes

Figure3: FrameCaptureEngine

Whena pacletis capturedoy Libpcapit is passednto the JVM via JNI, onceinsidethe JVM all of the

analysiswork is carriedout. The first thing that happengs that JPcapchecksandassignsan ethernet
frame objectto the frame. After this the frameis checled for valid payloadslisted in the Ethernet
Types[2]documentln the currentprototypeonly etherneframeswith aniPv4 payloadarepassednto

the paclet processingenginefor further analysis. At this stagein the original designthe IP payload
would have beencheckfor a TCP payloadandif sopasseanto the TCPstreanreassembledueto the

useof Libnidsthisis nolongerrequiredto bedoneinsidethe JVM.

16
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3.1.2 Packet Processingengine

The Packet Processingengineis responsabléor doingthe basicfirst level of analysisof all IP paclets
captured. The paclet processingengineis built arounda cachedthreadpool, every time a paclet is
receved the next stageof the paclets processingandanalysisis deligatedto a threadfrom the thread
pool. Theuseof thethreadpool remoressomeof the overheadf creatingnew threadsor every single
paclketwhichonahewaily loadedgigabitnetwork couldbring the systemto astandstill. Figure4 shavs
thework flow of ananalysisthreadin the paclet engine.

/ Packet Recived

Is Fragmented? Defragment

No —y| Disgard

IS UDP?

>» Module Dispatcher

Is SYN No
Only?

es

OS Fingerprinting
Engine

Figure4: Packet Processindengine

Whena IP pacletis recevedthefirst thing that happenss thatit is checkto determinwhetheror not
it is a fragmentof a paclet. If the pacletis fragmentedt is sentto the DefragmentatiorEngineto be
defragmentedndreassembletbr reprocessingWWhenaunfragmentegacletis recevedthelP payload
is checledfor know payloadprotocols(mainly TCPandUDP) andthenpassedo themoduledispatcher
If aTCPpacletis recevedit is alsochecledto seeif it is thefirst pacletin the streamijf it is the paclet
is alsopassedo the OSFingerprintingenginefor analysis.

17
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3.1.3 Network View

To provide the traffic analysismoduleswith more information aboutthe hostswho's traffic they are
monitoring,eachnodewill build atopologicalview of the network they aremonitoringfrom the traffic
thatis beinganalysed.Figure5 shawvs a simple examplenetwork that the nodecould be runningon.
Someexamplesof thedatarecordsthatcould be collectedaboutthis network arelistedin Tablel.

Hub m Hub Router 3

Monitroing Node / «

Figure5: ExampleNetwork

DestinationIP | Destination Hardware Addr ess| ARP Reply
HostB HostB True
HostA HostA True
HostC Routerl False

Routerl Routerl False
Routerl Routerl True
HostD Routerl False

Tablel1: Network InformationRecord<Created~rom Receved Packets

Theonly realwayto build atruetopologicalview of the network beingmonitoredis notonly to monitor

thelP pacletsthatarebeingtransmittecandreceved, but toincludeinformationcollectedirom protocols
suchas ARP and RARPR Without this informationit is not possibleto determinethe real IP address
belongingto any onelP addressAn exampleof the viav of anetwork constructedvithout ARP/RARP

is shavnin Figure6.

Figure7 showns a network who's topologicalview hasbeenconstructedrom both IPand ARP/RARP
data.lt is clearthatwith the extra datait is alot easierto constructa morerealistictopologicalview of
thenetwork beinganalysed.

Unfortunatelythe processof maintaininga map suchasthe onerequiredto representhe structureof
a network is is very computationallyexpensve asfor every new pieceof informationthatis receved
the map could needa untold numbermutationsto make it correct,for extremelylarge networks just a
metropolitanareanetwork backboneghis could meanthatthe maprequiresseveral hundredthousand
mutationsa secondo keepit up to date.Adding this computationalorkloadto a systenthatis already

18
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@ HOSt C

Monitroing Node /

Figure6: SimpleNetwork

Hub Router 1

/ Monitroing Node / ‘

Figure7: RealisticNetwork View

\99

stretchedo its limits trying to keepup with the traffic on the network simply is not feasiblewhich is
why this featurewasleft out of the nodeprototype.

19
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3.1.4 StreamAssembler

The job of the streamassemblers to reconstructhe datastreamsof a TCP sessiorand presenthem
to the analysismodulesastwo streamqupstreamand downstream).Initially plannedasa completely
Java componentafter two completerewrites of the codefrom scratchit was decidedthat an external
teststreamassembleshouldbe usedto save time. In the prototypenodeLibnids is usedperformthis
function,by meansof emulatinga Linux[14] 2.0 serieskernel. UsingJNI a smallmethodwaswritten to
passeachTCP pacletin sequencénto the JVM andthe streammoduledispatcher

z ) Place First Packet
New Stream Create Buffer
/ ew Strea ) Into Buffer
1 -
LT ¢
Disgard B Buft <"
Stream R 2 Create Streams

Do

Are Modules still

analysing this stream Nothing
Dispatcher Pass streams to
----- M mmmm s ———————— Ignore Stream e e e m s s s ——————— ) Fmmm———
Analysis Module analysis modules

Analysis
Stream

Does this stream need
analising?

Figure8: CurrentStreamAssembler

Figure8 shav thework flow of the streamassembleanddispatchewhenanew streamis receved. For
eachsubsequentatasegmentrecevedit is placedinto the streamsouffer which is availableto all of
the analysismodulesthoughthe IgnorableStreanmterface. Figure 9 shaws the original designfor the
streamassemblewhichis nolongerincludedin the prototype.

Onething thathasbeendiscoveredis thatit is very importantto reassembl& CP streamdn the same
mannerthatthetargetoperatingsystemassemblethem. UsingrougeTCP pacletsis acommonway to
avoid detectionon commonIDS andIPS systems.Thesesystemanay assembléhe streamin a Linux
fashionwhere asthe systemthat is being targettedis a Windows system,using this type of evasion
it is possiblefor an attackto passthe IDS/IPSwithout ever beingnoticed. JXNAP currently doesnot
assemblestreamsn atargetbasedashiondueto thelack of supportfrom the OSfingerprintingengine,

20
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asit is notablefingerprintpacletsotherthanTCP SYN paclets.

21

/ New Stream

Create Stream

Is Fingerprint

Registered?

4

Fingerprint
Stream Buffer ‘ Disgard
Stream

Load Analysis Module

Y

"""" Start Module Analysis Engine

Figure9: Original StreamAssembler
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3.1.5 Defragmentation Engine

FragmentedP paclets normally originatefrom networks who’s maximumframe sizeis smallerthan
the IP paclets payload,usually becausehe payloadprotocoldoesnot supportfragmentation(suchas
UDP). OccasionallylP fragmentationis usedas a methodof IDS/IPS evasion. It is the job of the
defragmentatioengineto reassembl&P fragmentsnto completepacletsandthenpushthembackinto
thepacletenginefor analysis.

Have we all
ready received any
Fragments

Yes

/ Fragment Received

’ _.-°| Create Buffer
Fragment Buffer Store 4 ¢
€ - - Place Fragment <
Fragment Buffer In Buffer
v
Return Packet Yes Do we have the

to Packet Engine whole packet?

Do Nothing |« s

Figure10: Packet Defragmentatiofengine

Figure 10 shavs the workflow of the defragmentatiorengine,which is designedo operateinsidethe
Packet Enginesworker threads.To avoid excessmemoryusagefrom partial pacletsbeingretainedin
memoryeachbuffer is assigneda timer intially setto countdown from 10 minutes,afterwhich time if
the paclet hasnot beencompletelyreassembledndreturnedto the paclet engine all storedfragments
arediscardedIf apacletis completedwithin 10 minutesthenthetimeris cancelledandthe completed
paclet is reassemblednd returnedto the captureengine,its buffer in the defragmentatiorengineis
discarded.

As with TCPreassemblyt is very importantdefragmenpacletsin the samefashionastargetoperating
system,if this is not donefragmentationcan be usedto make attacksappearinvisible to the system.
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Unfortunatelythe OS fingerprintingengineis not powerful enoughto fingerprintUDP pacletsor ary
TCP pacletsotherthanSYN pacletssothis featureis notin the prototypenode.

3.1.6 Module Dispatcher

The moduledispatcheis a very simplecomponenthatis responsabléor distributing capturedoaclets
to theloadedanalysisnodules.Oncetheanalysismodulehasrecevedthe pacletit down to themodule
to decidewhetherfurthur processingneedsto take placeor if the pacletis to be ignored. Figure 11

shavs thework flow of thedispatcherlt is presumedhatthe modulewith startits own worker threads
if theanalysigs goingto take along timeto too helpfree up the paclet enginesvorker threads.

/ TCP/UDP Packet

Dispatcher Distribute To

Analysis Module Active Modules

Does this packet .
) Analysis
need analysing
Disgard
— »| Disg

Figurell: ModuleDispatcher
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3.1.7 OSFingerprinting Engine

OSFingerprintingis avital partof any advancednetwork analysissystemwith outit, it is not possible
to perform such functions as tamget basedIP paclet defragmentationpr tamget basedTCP stream
reassembly Unfortunatelythereis not much information about passive OS fingerprinting available
onlineasmostsystemghataccuratelyfingerprintoperatingsysemsdo it in anactive fashior, in order
to reducethe detectabilityof the systemanactive scanis not suitable.

The mostadwancedOS fingerprintingsystemwas written by Martin Roesch of SourceFirefor their
RNA sensorproduct. Unfortunatelythis is a close sourceproject, but it shavs that with work it is
possibleto fingerprintany commonlP payloadpaclet. In orderfor IXNAP to bea usefulsysemthe OS
fingerprintingenginewill needto enhancedo this level.

The currentsystemborrons heavily from the pOf[12] projectandis mostly a straightport of the C code
to Java. Portingp0f[12] to Java meantthatthe systemstaysmoreplatformindependengventhoughpOf
doeshave aslave modeallowing pacletsto passedo it andit to returntheresultsto theclient. Only the
moststableanalyse(The TCP SYN pacletanalyserwasportedasa proof of conceptfor theprototype.

Eachoperatingsystemfingerprintis storedin a simple text file which parsedon systemstartup,the
following is alist of informationthatis usedto make up a singleoperatingsystemdingerprint.

e |P Information

— Initial TTL
— Do notfragmentbit (IP)

pagebreak
e TCPInformation

— Window Size
— Overall SYN Paclet Size
— Optionsandthe Orderthatthey aresetin andthevaluessetby them

x NOP option

x EOL option

x Window scalingoption

x Maximumsegmentsizeoption
x Selectve ACK OK

x Timestamp

x Timestampwith zerovalue

x Unrecogniseptionnumber

“Nmapis anexampleof a utility with active OSfingerprinting.
SMartin Roeschis alsothe authorof the extremelypopularopensourcelDS Snort.
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e Quirksin the TCP/IP stackof the remotehostthat causessaluesto be setincorrectly or invalid
optionconfigurations.
— OptionspastEOL
— ZerolP 1D
— IP optionsspecified
— Urg pointernon-zero
— Unused(x2) field non-zero

— ACK numbemon-zero

Non-zerosecondimestamp

Unusualflags(PUSH,URG, etc)

Datapayload

— Brokenoptionsseggment

3.1.8 Traffic Analysis Module

TheTraffic analysignodulerecordgnformationaboutthevolumeof traffic beingcapturedy thesystem.
It recordstraffic volumesby sourceanddestinationTCP andUDP portsandby sourceanddestination
IP addresses.

MCAlobeta s

Management Tools Window Help

dazgasame| | @ B @ s

MC4) Connections £ iz [ | " Wioduis Manager x| Neowork Manager x| Network View x| - Traffic Anaisis x (=
WCa) Connections - =
0 Traffic Analysis oM
§- SRNar Network Traffic Analysis
¢ [Ecioval pashvoaras UDP Source [ TCPsauree |

Sesss—9sEs

o [Buseans (ELLELI T

=1 38655 = 31,182
o Wnoa: =

_SEESE 45,800
38652 = 41,058 |
\ 0= 75T

-
S 5

32775 = 10,088

32774 =1502,622}

W900 WLSE3 MGG67 32770 32774 M32775 32777 32779 M3G404 W3IG756 W37964 MSHLSE WE0 M 38644 MIBGAE MIGEAT
W 38648 W38649 W3IBES0 38651 W3IB652 38653 1 36655 M I6SE

Figurel2: Screenshashaving traffic analysisplugin output
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IP traffic volumesare calculatedfrom the Packet Length field of the IP headet. TCP/UDP traffic
volumesarecalculatedrom thevolumeof the TCP/UDF payloaddata.

3.1.9 MSN MessengerAnalysis Module

To shav thea securityorientateduseof JXNAP a modulehasbeenwritten thatsearche$or keywordsin

MSN Messengeconversations.This could be usefulfor companiesvho feel thatinstantmessagings

a usefulproductvity tool andthereforedo not wantto block accesgo it, but do wantto be ableto keep
track of theinformationthatthe emplo/eesaresendover it.

The main part of this moduleis formed from a heavily cut down versionof TIMSNLib[13] which
providesthe logic for processingcommandsn sessiondetweernclientsand MSN messengeseners.
The plugin currentlyignoresary streamghatare not establishedo a know MSN SwitchboardSener
port, in orderto improve the reliability of the plugin it would be advisableto include a heuristic
streanfingerprintingengineto the plugin sothatcorversationgaking placeto unusuaportscanalsobe
monitored.Whenthe plugin detectsa listed keyword in a sessiont thenforwardsthe entiremessagé¢o
thehubfor furtherprocessing.

For a demonstratiorof the MSN Pluginin actionpleaseseethe demonstratiorvideosincludedon the
CD insidethebackcawer of thisdocument.

6SeeFigure21
’SeeFigures22 and23
8TCPPort1863
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3.2 Hub Communications

The hub communicationsystemis built aroundthe OSMQ sysem for distributed messageingEach
node usesmulticastdiscovery systemto locatethe nearesthub to them, upon locating the hub they
establishalink to the huh This connections thenusedfor all communicationdetweerthe node,hub,
GUI andothernodes.

Multicast Discovery Hub Connection

¢ P ) Module

' Registry

Message Processor —) Module Demux

A — vodule

Module Message
Processor

Figure13: Hub ConnectiorOvervien

A single datastructureis usedfor transmitionover the communicationlink, while OSMQ handles
serialisatiorandtransmitionof eachmessageThemessages afield basedlatastructurehatis serialised
for transmitionover the communicationghannel.For nodeto hub communicationgour messageypes
aredefined:

e StatusMessages
e CommandVessages
e DataMessages

e AcknowledgemeniMessages

3.2.1 StatusMessage

Thestatusmessagenly getstransmittedoetweerthenodeat the hubwhentheinternalstateof thenode
changes.Thefirst field of the statusmessages the messagedentificationas setby the transmitting
node, the secondfield of the messagas the statusof the remotenode. The nodecan be in one of
threestatesat ary onetime Offline, Online or Capturing.The Offline andCapturingstatearepretty self
explainitory, but Onlinemeanghatthe nodeis runningandaccessablever thecommunicationsietwork
but it currentlyno capturingfor somereasonnormally becausdt hasnotyet beenconfigured.
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3.2.2 CommandMessage

Thecommandmessagés usedby eitherthenodeor hubto transmitcommandsgo its peer Thefirst field
of the commandmessages the messageadentificationassetby the transmittingprocess.The second
field of the commandmessagés the commandield containingthe commando be executed.Thethird
andfourth fields of the messagareoptionaldataargumentsequiredfor processinghe command.

Therearecurrentlyfour commandshatareusedin nodeto hubcommunications:

GET _CONFIG Usedby thehubto tell the nodeto transmitits currentconfiguratiorto the to thehuh
CONFIG _UPDATE Usedby thehubto transferandactivatea new configurationto a particularnode.

MODULE COMMAND Usedby modulessendto commandsbetweenthe hub and node resident
component®f themodule.

INSTALL MODULE Usedby thehubto installanev moduleinto anactive node.

3.2.3 Data Message

Thedatamessagés usedby eitherthe nodeor hubto transmitdatato its peer Thefirst field of thedata
messages the messageadentificationas setby the transmittingprocess.The secondfield of the data
messagés the datafield containingthe type of dataattached.Thethird field of the messagés the data
itself, thereis anoptionalfourth field for a secondpieceof dataif required.

Therearecurrentlythreedatatypesthatareusedin nodeto hubcommunications:

IDENT Usedby the nodeto identify its selfwith the huhb

CONFIGURATION Used by the node to send its configurationto the hub after receving a
GET_CONFIGcommand.

MODULE DATA Usedby moduleso senddatabetweerthe hubandnoderesidentcomponentsf the
module.

3.2.4 AcknowledgementMessage

The acknavledgemenimessag€ACK) is usedby boththe node andhobto confirmthata messagéas
beenrecevedandprocessedThefirst field of ACK messagés theidentificationof the messagasset
by the sendingprocess.The secondield of the ACK messagés the senderof the original messagethe
third field is the ID of the messagé¢hatis beingacknavledged.The ACK messagés the only message
usedthatdoesnot have to have an ACK messagéransmittedoy therecipienton receiptof the message.
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3.2.5 NodeCommunication Startup Process

Figurel4 shavs the communicatiorsequencasthe nodestartsup andregistersitself with the network.
The initial ldent messagas usedto map the randomsessionidentificationof the nodeto a system
administratorassignedriendly namefor the node. As soonasthe nodebecomedully operationalit
alsosendsits statusto the huh Whenthe hub recevesthe Identmessagehis triggersthe transmition
a configurationrequestwhile a nodeis connectedo the network the hub always storesa copy of the
active nodeconfiguration to simplify the processof reconfiguringthe nodesfrom a GUI management
consoleand avoiding handlingthe asynchronousommunicatiorbetweenthe hub and GUI, while the
hub requeststhe configurationfrom the node. Upon receiptof the configurationrequestthe node
immediatelysendsacopy of its currentactive configuratiorto thehuh Oncetheconfiguationis receved
the hubthensendsmoduleinstallationcommandgo the nodefor all of the modulescurrentlyinstalled
onthesystem.

( Node Startup

/
Send Ident To Hub
/[ /

Handle ACK

Send Status

1
1
L]
]
:
1
1
1
1
! Store Status
1
1
1
1
L]
]
]
]
1

Send ACK

Send Config

Handle ACK

{ z E / Send Module Install
Send ACK For All Installed Modules /

Install Module

1
1
1
i—| Handle ACK
'
1

Figure14: NodeCommunicatiorStartupProcess
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3.3 Module Loader and Logging

Therearetwo componentghat are usedin all three partsof JXNAP they arethe moduleloaderand

the logging facilities. The runtime moduleloading systemusedthroughoutJxNAP is jModuleLoader
which loadsclassegrom jar files which aretransferedo the nodein INSTALL _MODULE commands.
jModuleLoademwaschosenrasit providesmuchof the corefunctionality for loadingmoduleswith very

low overheads.

To provide a competentogging systemthe ApacheFoundationd.og4j waschose asit is avery mature
and adancedogging systemwhich whoseoutputis completelyconfigurablebothat runtimeandusing
asimpleexternalconfiguratiorfile.
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4 TheHub

Thehubis the centrepieceof the IXNAP system providing servicessuchas:

¢ NodeandGUI communicationgnanagement

e Systemstatetracking

Moduleeventlogging

Active moduledeployment

Logical network tracking

Figurel5 showvs anoverview of the hubsarchitectureandmostmajorcomponentnteraction.

OSMQ Broker Node Connection

— ) MoQuIe .

1 Registry 1

1 1

1

Hub Message Processor —) Module Demux ,
--------- -- L L L L L

Module .

* "

1

Module Management "

Module Message Interface .

Processor (——) ;

Module * :
........................................... s

Hub !

Management Server -

Hub Management (
Interfaces

Figurel15: Hub ArchitectureOvervien

4.1 NodeCommunications

Thehubprovidesthemostof the platformfor thehub,nodecommunicationsystem.Theeachhubruns
an OSMQ messag#droker, which in turn providesthe dynamichub discovery servicesusingmulticast
broadcastingo the nodes. By using multicastratherthan standardoroadcasthe dynamicdiscovery
systemcanoperateacrosssubnetoundariegandover routednetworks. Althoughuntestediueto alack
of documentatiofior OSMQit is possibleto have multipul messagérokersrunningonasinglenetwork
segment. If broker slaving wasfully researche@nddocumentedt shouldbe possibleto usemultipul
hubsfor loadbalancingalarge numberof monitoringnodesacrossseveralhubs.

Thecommunicatiomprotocolbetweerthe hubandthe nodeis documentedn Section3.2.
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4.2 Persistant Storage

In orderfor the datarecordedby the systemto be available after restartingthe hub, it requiressome
form of persistantstorage. MySQL was chosento provide the persistantstorageengine for the
hub, the MySQL AB provide a standalonesener that can be embeddednto Java applicationscall
Connector/MX]. Connector/MXjintegratesa platform specificMySQL sener, which is available for
mostplatforms,with a IMX managemennterfacefor controllingthe sener. By configuringthe sener
to usenonstandardettingst is possibleto have adedicatedVlySQL senerrunningfor IJXNAP thatwill
happily co-exist with a alreadyexisting MySQL sener. Along sidethe MySQL sener, Connector/was
choserto provide the JDBCdriversto accesshe MySQL databasérom within the application.

In orderto improve the efficiency of the storagesystemin future versionsof the hub, useof JDBC
connectionpooling should be consideredas currently all of the componentswithin the hub sharea
single connectionto the database.This meansthat only one componentanaccesghe storageat ary
onepointin time, which will negatively impactthe performancef the systemwhenit becomeseaily
loaded.

4.3 GUI Communications

Thehubis responsablér providing themainsener architectre for thehubGUI communication®\PI.
The sener componentsre provided by the Java 1.5/5.0JMX extentions. Accessto the management
interfaceds provided by the Java RMI subsystenandthe standarddMX RMI sener.

The hub hasa numberof core managemeninterfacespublishedfor basicsystemmanagementyhose
functionalityis describedn the GUI section,including:

o Nodelnterface
e Network Interface
e Network View Interface

e Modulelnterface
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5 The GUI

The GUI managementonsoleprovidesalmostall of theuserinterfaceto the IXNAP system It provides
bothsystemmanagemerdandmonitoringinterfacesrom thehubwhich areaccessettia JIMX. The GUI
is built on top of the MC4j platform which itself is build on the Netbeanglatform. MC4j providesa
very stablemethodfor accessingll of the hubspublishedmanagementterfaceshroughJava RMI.

The term usedwithin MC4j for a GUI componenthat interfaceswith a JMX managemeninterface
is a Dashboard. There are a numberof standarddashboardghat are included with the code of
JXNAP theseprovide functionssuchaslogical network managementpgical network statusandnode
configuration.Not every publishechubmanagemerihterfacehasa singleDashboarassociateavith it,

somedashboardaccessnorethanonemanagemennterface. Eachdashboaranaintainsanup to date
view of the managemeninterfacesthatit usesby usingatimer to periodicallyupdatethe information
from the hub, this allow semirealtimeoperationof the system,with propagtiontimesat worstup to
around2 minutesandat besta second.

5.1 Network ManagementDashboard

Theroll of thenetwork managemerdashboards to allow controloverthe hubsinternalviews of logical
networks. The network managementlashboards capableof addingand removing all knowvn nodes
from alogical network regardlesof the stateof thenodé€. A nodeis notlimited to beingpartof asingle
logical network, this is usefulwhenfor examplethereis morethanonenetwork administratousingthe
system,eachof whom requirea differentview of the networks securityevents,but may requiretheir
views to acquiredatafrom acommonsubsebf nodes.

5.2 Module ManagementDashboard

Interfacing with the module managemeninterfacein the hub, the module managementlashboards
responsibldor installing modulesonto the hubfor distribution to the restof the network. The module
managers alsoableto remove moduledrom the systembut in thecurrentprototypesystenthisrequires
all of the nodesto restarted.With a very small amountof work it shouldbe possibleto add another
commandto the hub nodecommunicatiorapi that causesa moduleto be unloadedfrom the node,in
orderfor the nodeto unloadthe modulethe modulemanageronly hasto remove all referencedo the
moduleandthenit will be automaticallybe removed from the JVM during the next garbagecollection
(GC) cycle. Unfortunatelybetweenunloadingthe moduleanthe GC eventit will notbe ableto reload
thesamemoduleasall of its classeswill still beloadedinto the JVM.

The modulemanagmentdashboardoadsthe entiremoduledistribution into a specialdatastructureto
betransmittedover the network asandargumentto anRPCcall to theinstall functionon the network.

9This functionrequiresthatthe nodemusthave connestedto the hub at leastoncebefare the network manageis ableto
addthenodeto alogical network.
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Figure16: Screenshathoving network managemerdashboard

5.3 Network View Dashboard

Interfacingwith the network andnodemanagemeninterfacesthe network view dashboargrovidesa
overview of the stateof a logical network on, andallows accesdo the configurationof the individual
nodes.In futureversionsof JXNAP the network view will alsodisplayinformationfrom pluginsthathas
beencollatedandanalysedn the context of thelogical network.

Whenconfiguringthea nodethe dashboardirst retrievesthe configurationfrom the hubusingthe node
managemeninterface,andthenloadsthe configurationinto the configurationcomponent.Whenthe
userchoosedo save the configurationthe hubfirst updatests copy of the nodesconfigurationandthen
sendghenodethe CONFIG UPDATE commando loadthe new configurationandrestartary required
component®f thenode.

5.4 Traffic Analysis Module Dashboard

Thetraffic analysismodulesdashboards a littl e more complex thanthe otherdashboardlueto its use
of graphswhich aremanagednddrawvn by the jFreeChariAPI.

5.5 MSN MessengeModule Dashboard

The MSN Messengedashboardsimply lists all messagesthat have beenflaggedup due to them
containingdefinedkeywords.
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Figurel7: Screenshathoving modulemanagemerdashboard

6 Conclusion

6.1 Achieved Objectives

Most of the objectivesthatwheresetout at the startof this projectwherereachedarthree.
CompletedObjectves:

e Provide astablecommunicatiorchannebetweerthenodesandhubs

¢ Provide a stablecommunicatiorchannebetweerthe GUI's andhubs

e Selfmaintainingpaclet capturenodes

¢ Hubbasedsystemto simplify systemarchitecture

¢ Provide informationabouta hostto all analysismodules(e.g. OperatingSystem)

e Provide astablecommunicatiorchannebetweerthenodesandhubs

e Modularprotocolanalysisengine

e Automaticprotocolfingerprinting

e Automaticdeploymentof protocolanalysisengines

e Centralisedoggingof events

35



DistributedNetwork Analysis

| MEA| 1.2 betais

Managemert Tools

| s.0jezemp || (B

Mz4) Cannection: [I%] |~ Module Manager x| Network Manager x| NetworkView x|

D

@i connections

e Network View
o @y

Displays general information abeut a network

Select Netiark:

Select Netnork: [test

L
[~ & sea | @

Current Network,

S

Node Configuration %

=

invake
ity eventThreadsl ert(SwingUtili ty. java: 36)

ause Tong duration calls nay cause the e
a

Figure18: Screenshashaving network view dashboard

Definenetworks by groupingnodesfrom into a singlenetwork

Managea hubandtheinstalledmoduleson thathub

website)

Failed Objectves:

e Provide aview of thenetwork to all analysismodules

View the statusof non event basedmodules(e.g. a moduleto passvely monitor the usageof a

Provide a stablecommunicatiorchannebetweerthe GUI's andhubs

e Provide informationabouta hostto all analysismodules(e.g. OperatingSystem)

e View eventsfrom a network or from a specificnode

During arefactoringof thetopologicalnetwork view code,it wasdecidedthatin orderto make the viav
work on largescalenetworksadrasticallynew algorithmfor building the view would berequiredfor the
nodeto beableto keepup with therateatwhich new hostscould possiblybediscoreredon the network.
It was at this point that analysismoduleswould no longer have accesdo the network view. Another
reasorfor not notgiving the modulesaccesdgo the datais thatthe OS Fingerprintingsystemis not very
accurate. Thesefeatureswould be requiredto make the platform usablein mostnetwork monitoring

applications.
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Figurel19: Screenshashaving traffic analysisplugin output

In the prototypeeachmoduleinstalledon a network currentlypublishesa singlemanagemennterface
that is responsabldor providing accessto the entire module. If the appropriatedashboardsand
managemerninterfacesvheredesignednodulesvould be ableto presentatafrom the entiresystema
particularlogical network, or a specificnode.

6.2 Difficulties Encountered

Therewereafew difficultiesencountereduringthe developmentof IXNAP. Thelargestsingleproblem
wastying to designan asynchronougommunicationsystemfor the hub to GUI communicationgo
use,however the original designfor the protocolwaseventually scrappedandreplacedwith a simpler
synchronougprotocol. Anothermajor difficulty waswriting a fully functional TCP streamreassembly
engine,after having written two almostworking assemblerandnot beingableto fully trackdown the
lastfew bugsit wasdecidedthatanexternalexisting assembleshouldbe usedto save time.

Although not directly encounterediuringtesting,the lack of OSfingerprintingdataanda customTCP

streanreassemblemeanghattherearesomequite major securityissueswith the currentprototype.As

differentoperatingsystemsdefragmentP pacletsandreassembld CP streamsn different methods,
differentoperatingsystemswill seedifferentresultsfrom IDS evasiontechniques.t is for this reason
thatthelP defragmentoandTCPstreamassemblerequireinformationabouttheoperatingsystenof the

remotehostsin orderto assembléhe paclets/streambeingcapturein the sameway thatthedestination
operatingsystemwill doit.

In hind sight choosingOSMQ asthe bassedor the nodehub communicationsystemwas a decision.
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During later stagesof developmentthe lack of documentatiorfor variouspartsof the systemcaused
someproblemsandhardto find bugs. If anothereleaseof JXNAP wasscheduledor a future date,one
of the objectivesto reachbeforereleasinghe new versionshouldbe replacingOSMQ with a message
brokering systemthathasbetterdocumentation.

38



JXNAP

A Appendix: Ethernet Frame Header

8 Bits | 8 Bits

Destination Address

Source Address

12 Payload Type

14- Data

Figure20: Ethernet~rameHeader

Figure 20 shavs a simplified Ethernetframe headeras usedin the JPcap[11]ibrary. Figure20is a
simplified versionof the diagramon page38 of the IEEE 802.3-2002[1publishedstandard.
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B Appendix: IP Packet Header

8 Bits 8 Bits
0 Version Header Length Differentiated Services
2
Packet Length
4 Packet ID
6 0 DF MF Fragment Offset
8 Time To Live Protocol
10 Header Checksum
12 IPv4 Source Address
16 IPv4 Destination Address
20 )
IP Options (up to 40 bytes)
20-60 Data (up to 65535 bytes - header)

Figure21l: IP Packet Header
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C Appendix: TCP Packet Header

41

12

14

16

18

20-60

8 Bits | 8 Bits

TCP Source Port

TCP Destination Port

TCP Sequence Number

TCP Acknoledgment Number

Data Offset (Reserved) cwr ece urg ack psh rst syn

fin

TCP Receiver Window Size

TCP Message Checksum

TCP Urgent Message-Byte Position

TCP Options

Data (up to 65535 bytes - TCP and IP headers)

Figure22: TCP PacketHeader
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D Appendix: UDP Packet Header

8 Bits I 8 Bits
0 UDP Source Port
2 UDP Destination Port
4 UDP Message Lenght
6 UDP Message Checksum
8-68 Data (up to 65535 bytes - TCP and IP header)

Figure23: UDP Packet Header
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E Appendix: Notesfrom SourceFire Seminar

E.l

Curr ent Implementation Failings

It is very importantthat the analysismodulesreceve the datain a view that would be seenby the
applicationgunningon top of the network stackof a host.

Thefollowing thingswould beento be enhanced/pnadedto make jxnapsuitablefor large scalei[dp]s
distribution.

E.2

43

Analysismodulesallowedto seeraw fragmentediata.

De-fragmentationengine switching to tarmget basedde-fragmentationdue to different stacks
implementinghis in differentways,suchas sgment oerlays.

TCP streamreassemblyngineneedgo betargetbasedo allow analysisengineto seehostview
of the paclet.

POFdatabasés not stableandof high enoughquality for productionsystemsideal solutionwould
be to write a heuristic Os detectionenginethat could also fingerprint UDP paclets as that in
sourcefires RNA sensorcan.

Processingffloadto othernodesvia aloadbalancingsystem.
Clusteringof hubsto allow furtherscalingof system.

Gigabitdataaquasitions highly processomtensve sothenodeneedso beableto take advantage
of theextra CPU power of the hostsystem.

Featuresrequestedoy prospective customers

SSL connection,tunnelleddataanalysis,this is not possibleit is down to the security system
designetto install pointsin the network whereSSL datacanbe seenin cleartext, for examplea
httpsproxy sener.

Streamrecall,whenaneventis detectedt would be bestif the systemcouldrecallall of the data
from the TCP streamprior to the event. The main problemwith this is that for exampleon a
heavily loadednetwork gigabitthis could seethe nodewriting 700-800Mbits/go disk for recallat
alaterpointin time, or for deletionatanothermointin time.

The dataaquasitionsubsystenof the node shouldbe modularso that for examplethe scanner
couldrunin inline modeor usespecialisegiecesof network hardwarefor paclet capture.

Beingableto mapthenetwork passvely is a very importantfeature.
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HTTP://libnids.sourceforge.net

[11] jPCAP Jara Native Interfaceto LIBPCAP andWinPCAP
HTTP://jpcap.sourceforge.net

[12] pOf- A passve OSfingerprintingengine
HTTP://Icamtuf.coredump.cx/pOf.shtm

[13] TjMSNLIib - A MSN MessengeL.ibrary writtenin java HTTP://tjmsn.tomjudge.com/
[14] TheLinux KernelHTTP://www.kernel.org

[15] OpenSourceMessag&ueue
HTTP://www.osmg.org/

[16] MySQL
HTTP://mww.mysgl.com/

[17] Sub\érsionrevision controlsoftware
HTTP://subversion.tigris.org

[18] SunJava SDK
HTTP://java.sun.com
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[19] NetbeanslavalDE
HTTP://www.netbeans.org

[20] WinPCAP Packet captureAPI (for windows)
HTTP://winpcap.polito.it

[21] IATEX andKile documenpreparatiorsystem
HTTP://www.latex-project.org/ HTTP://kile.sourceforge.net

[22] jFreeChartaJavachart/grapltengine
HTTP:/www.jfree.org

[23] Linux Soclet Programmingdoy Seanwaltonpublishedoy SAMS
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G Appendix: On The CD

The CD attachednsidetherearcover of thisdocumentontainshefollowing:

e Documents

802.3-2002.pdf ThelEEE 802.3specification

ethernet-numbext - EthernefTypes

— rfc791.pdf- RFC791- InternetProtocol

— rfc903.pdf- RFC903- ReverseAddressResolutionProtocol

— rfc1042.pdf- RFC1042- Transmitionof IP Datagram®ver IEEE 802 Networks
— rfc768.pdf- RFC768- UserDatagramProtocol

— rfc793.pdf- RFC793- TransmitionControl Protocol

— rfc1700.pdfRFC1700- AssignedNumbers

e Research Variousdocumentandsources
e Source

— gui-bits- GUI designutility classes

— jxnap-common Commoncomponensourcecode
— jxnap-node NodeSourceCode

— jxnap-hub- Hub SourceCode

— jXnap-gui- Gui SourceCode

— jxnap-trafic-volume-plugin- Traffic AnalysisPlugin
— jxnap-msn-plugin MSN MessengePlugin

— jpcap- Extended.ibcap JNI interfacewith Libnids
— other- Otherlibrary’s needto run JXNAP

e Distribution

— gui-bits.jar- GUI Utility Classes

— jxnap-common.jar CommonComponentClasses
— jxnap-node.jar NodeClasses

— jxnap-hubjar - Hub Classes

— jxnap-gui.jar- Gui Classes

— lib - Build of jpcapfor linux

¢ Demos
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— node-first.swt Firsttime nodestartup
— gui-features.swf Walk thoughgui
— msn-demo.swf Demonstratiorof theMSN Messengeplugin

— traffic-demo.swk Demonstratiorof traffic analysisplugin

G.1 Building from source

Eachof the individual componentss storedon the CD in a Netbeanst project. In orderto compile
the componentsppenall of the projectsin netbeansandresole ary broken dependenciedNow either
Netbean®r antcanbe usedcompilethe sourcecode.For corveniencd have includeda compiledcopy
of thesystemon thecd aswell.

In orderto compilethe Gui codea copy of MC4j mustbeinstalled,whichis includedonthe CD.
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H Appendix: GNU FreeDocumentationLicense

Versionl.2,November2002
Copyright (©2000,2001,200FreeSoftwareFoundationJnc.

59 TemplePlace ,Suite330,Boston,MA 02111-1301USA

Everyoneis permittedto copy anddistribute verbatimcopiesof this licensedocumentput changingt
is not allowed.

Preamble

The purposeof this Licenseis to make amanual,textbook, or other functionaland useful document
"free” in the senseof freedom:to assureaveryonethe effective freedomto copy andredistrituteit, with
or without modifying it, eithercommerciallyor noncommercially Secondarilythis Licerse preseres
for the authorand publishera way to getcreditfor their work, while not beingconsideredesponsible
for modificationsmadeby others.

ThisLicenseis akind of "copyleft”, whichmeanghatderiative worksof thedocumenmustthemseles
befreein thesamesenselt complementshe GNU GeneralPublicLicense whichis a copyleft license
designedor free software.

We have designedhis Licensein orderto useit for manualsfor free software, becausdree software
needdree documentationa free programshouldcomewith manualgproviding the samefreedomghat
the software does. But this Licenseis not limited to software manuals;it canbe usedfor ary textual
work, regardlessof subjectmatteror whetherit is publishedas a printed book. We recommendhis
Licenseprincipally for workswhosepurposes instructionor reference.

1. APPLICABILITY AND DEFINITIONS

This Licenseappliesto any manualor otherwork, in ary medium,that containsa notice placedby
the copyright holdersayingit canbe distributed underthe termsof this License. Sucha notice grants
a world-wide, royalty-free license,unlimited in duration,to usethatwork underthe conditionsstated
herein. The "Document”, below, refersto ary suchmanualor work. Any memberof the public is a
licenseeandis addresseds”y ou”. Youaccepthelicenseif you copy, modify or distribute thework in
away requiringpermissiorundercopyright law.

A "Modified Version” of the Documentmeansary work containingthe Documentor a portion of it,
eithercopiedverbatim,or with modificationsand/ortranslatednto anothedanguage.

A "Secondary Section” is a namedappendixor a front-mattersectionof the Documentthat deals
exclusiely with therelationshipof the publishersor authorsof the Documento the Documents overall
subject(or to relatedmatters)and containsnothingthat could fall directly within that overall subject.
(Thus,if the Documents in partatextbook of mathematicsa Secondarysectionmay not explain ary
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mathematics.Therelationshipcouldbeamatterof historicalconnectiorwith thesubjector with related
mattersor of legal, commercial philosophical ethicalor political positionregardingthem.

The”In variant Sections”arecertainSecondangectionsvhosetitles aredesignatedasbeingthoseof

InvariantSectionsjn the noticethatsaysthatthe Documents releasedinderthis License.If a section
doesnot fit the above definition of Secondarnthenit is not allowedto be designateds Irvariant. The

DocumenimaycontainzerolnvariantSectionsIf theDocumentoesnotidentify ary InvariantSections
thentherearenone.

The”Cover Texts” arecertainshortpassagesf text thatarelisted,asFront-Cover Texts or Back-Cover
Texts, in the noticethatsaysthatthe Documents releasedinderthis License.A Front-Cover Text may
beat most5 words,anda Back-Caorer Text maybeat most25 words.

A "Transparent” copy of theDocumenimeansamachine-readableopy, represented aformatwhose
specifications availableto thegenerapublic, thatis suitablefor revisingthedocumenstraightforvardly
with generictext editorsor (for imagescomposedf pixels) genericpaint programs or(for dravings)
somewidely availabledrawving editor, andthatis suitablefor input to text formattersor for automatic
translationto a variety of formatssuitablefor input to text formatters. A copy madein an otherwise
Transparentile formatwhosemarkup,or absencef markup,hasbeenarrangedo thwart or discourage
subsequentodificationby readerss not TransparentAn imageformatis not Transparenif usedfor
ary substantiahmountof text. A copy thatis not”Transparentis called”Opaque”.

Examplesf suitableformatsfor Transparentopiesincludeplain ASCII without markup, Texinfo input
format,LaTeX input format, SGML or XML usinga publicly availableDTD, andstandard-conforming
simple HTML, PostScriptor PDF designedfor humanmodification. Examplesof transparentmage
formatsinclude PNG, XCF andJPG.Opaqueformatsinclude proprietaryformatsthat canbe readand
editedonly by proprietaryword processorsSGML or XML for which the DTD ard/or processindools
are not generallyavailable, and the machine-gearaed HTML, PostScriptor PDF producedby some
word processorsor outputpurpose®nly.

The T itle Page” meansfor aprintedbook thetitle pageitself, plussuchfollowing pagesasareneeded
to hold, legibly, the materialthis Licenserequireso appeain thetitle page.For worksin formatswhich
do not have ary title pageassuch, Title Page” meanghe text nearthe mostprominentappearancef
thework’stitle, precedinghe beginning of the body of thetext.

A section”Entitled XYZ” meansanamedsulunit of the Documentwhosetitle eitheris preciselyXYZ
or containsXYZ in parenthese®llowing text that translatesXYZ in anaher language.(Here XYZ
standsfor a specificsectionnamementionedbelow, suchas”Acknowledgements’; "Dedications”,
"Endorsements”, or "History” .) To "Presewne the Title” of sucha sectionwhenyou modify the
Documenimeanghatit remainsa section’Entitled XYZ” accordingto this definition.

TheDocumenmayincludeWarrantyDisclaimersext to the noticewhich stateghatthisLicenseapplies
to theDocument.TheseNarrantyDisclaimersareconsideredo beincludedby referencen thisLicense,
but only asregardsdisclaimingwarranties:ary otherimplication thattheseéWarrantyDisclaimersmay
have is void andhasno effect on the meaningof this License.
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2. VERBATIM COPYING

You may copy anddistribute theDocumentin any medium,eithercommerciallyor noncommercially
providedthatthis License thecopyright notices,andthelicensenoticesayingthis Licenseappliesto the
Documentarereproducedn all copies,andthatyou addno otherconditionswhatsoger to thoseof this
License.You maynot usetechnicalmeasure$o obstructor controlthereadingor furthercopying of the
copiesyou make or distribute. However, you may acceptcompensatiotn exchangefor copies.If you
distribute a large enoughnumberof copiesyou mustalsofollow the conditionsin section3.

You mayalsolendcopiesunderthe sameconditionsstatedabore, andyou maypublicly displaycopies.
3. COPYING IN QUANTITY

If you publishprintedcopies(or copiesin mediathatcommonlyhave printedcovers)of the Document,
numberingmorethan 100, andthe Document licensenoticerequiresCover Texts, you mustenclose
the copiesin coversthatcarry, clearlyandlegibly, all theseCover Texts: Front-Cover Texts on thefront
cover, andBack-Cwer Textsontheback cover. Both coversmustalsoclearlyandlegibly identify youas
thepublisherof thesecopies.Thefront cover mustpresenthefull title with all wordsof thetitle equally
prominentandvisible. You may add other materialon the coversin addition. Copying with changes
limited to the covers,aslong asthey presere thetitle of the Documentandsatisfytheseconditions,can
betreatedasverbatimcopying in otherrespects.

If therequiredtexts for eithercover aretoo voluminousto fit legibly, you shouldput thefirst oneslisted
(asmary asfit reasonablypn the actualcover, andcontinuetherestontoadjacenpages.

If you publishor distribute Opaquecopiesof the Documentumberingmorethan100,you musteither
include a machine-readabl&ransparentopy alongwith eachOpaquecopy, or statein or with each
Opagquecopy a computemetwork locationfrom which the generalnetwork-usingpublic hasaccesgo
downloadusingpublic-standardhetwork protocolsa completeTransparentopy of the Documentfree
of addedmaterial.If you usethelatteroption,you musttake reasonablyrudentstepswhenyou begin
distribution of Opaquecopiesin quantity to ensurehatthis Transparentopy will remainthusaccessible
atthe statedocationuntil atleastoneyearafterthe lasttime you distribute an Opaquecopy (directly or
throughyour agentsor retailers)of thateditionto the public.

It is requestedhut not required thatyou contactthe authorsof the Documentwell beforeredistrituting
ary large numberof copies,to give them a chanceto provide you with an updatedversion of the
Document.

4. MODIFICA TIONS

Youmay copy anddistribute a Modified Versionof the Documentnderthe conditionsof section2 and
3 above, providedthatyou releasehe Modified Versionunderpreciselythis License with the Modified
Versionfilling the role of the Document thuslicensingdistribution and modificationof the Modified
Versionto whoever possessescopy of it. In addition,you mustdothesethingsin theModified Version:
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A. Usein the Title Page(andon the covers,if ary) atitle distinctfrom that of the Document,and
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from thoseof previous versions(which should,if therewereary, belistedin the History section
of theDocument).Youmayusethe samditle asa previousversionif theoriginal publisherof that
versiongivespermission.

List ontheTitle Page,asauthorspneor morepersonor entitiesresponsibldor authorshipf the
modificationsin the Modified Version,togetherwith at leastfive of the principal authorsof the
Document(all of its principalauthorsjf it hasfewer thanfive), unlessthey releaseyou from this
requirement.

StateontheTitle pagethe nameof the publisherof the Modified Version,asthe publisher

Presere all the copyright noticesof the Document.

. Add anappropriateeopyright noticefor your modificationsadjacento the othercopyright notices.

. Include,immediatelyafter the copyright notices,a licensenotice giving the public permissiono

usethe Modified Versionunderthe termsof this License,in the form shovn in the Addendum
below.

. Preserein thatlicensenotice thefull lists of InvariantSectionsandrequiredCover Texts givenin

theDocuments licensenotice.

Includeanunaltereccopy of this License.

. Presere thesectionEntitled"History”, Presere its Title, and addo it anitem statingat leastthe

title, year new authorsandpublisherof the Modified Versionasgivenon the Title Page.If there
is no sectionEntitled "History” in the Document,createone statingthe title, year authors,and
publisherof the Documentasgiven on its Title Page,thenaddan item describingthe Modified
Versionasstatedn the previoussentence.

. Presere the network location,if ary, givenin the Documentfor public accesdo a Transparent

copy of the Document,andlikewise the network locationsgiven in the Documentfor previous
versiondit wasbasedon. Thesemaybe placedin the "History” section.You may omit a network
locationfor a work that was publishedat leastfour yearsbeforethe Documentitself, or if the
original publisherof theversionit refersto givespermission.

For ary sectionEntitled”Acknowledgementsbr "Dedications”,Presere the Title of the section,
andpreserein thesectionall thesubstancandtoneof eachof thecontritutor acknavledgements
and/ordedicationgjiventherein.

. Presere all the Invariant Sectionsof the Document,unalteredin their text and in their titles.

Sectionnumbersor the equivalentarenot consideregartof the sectiontitles.

Deleteary sectionEntitled ’"Endorsements”Sucha sectionmay not be includedin the Modified
Version.
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N. Do notretitle ary existing sectionto be Entitled "Endorsements’dr to conflictin title with ary
InvariantSection.

O. Presere ary WarrantyDisclaimers.

If the Modified Versionincludesnew front-mattersectionsor appendiceghat qualify as Secondary
Sectionsand containno materialcopiedfrom the Document,you may at your option designatesome
or all of thesesectionsasinvariant. To do this, addtheir titles to the list of InvariantSectionsin the

Modified Versions licensenotice. Thesetitles mustbe distinctfrom arny othersectiontitles.

You mayadda sectionEntitled"Endorsements”providedit containsnothingbut endorsementsf your
Modified Versionby variousparties—forexample, statement®f peerreview or that the text hasbeen
approed by anorganizationasthe authoritatve definitionof a standard.

You may adda passagef up to five wordsasa Front-Cover Text, and a passag®f up to 25 wordsas
a Back-Corver Text, to the endof thelist of Cover Texts in the Modified Version. Only onepassag®f
Front-Cover Text and oneof Back-Caver Text maybeaddedby (or througharrangementsadeby) ary
oneentity. If the Documentalreadyincludesa covertext for the samecover, previously addedby youor
by arrangemeninadeby the sameentity you areactingon behalfof, you may notaddanother;but you
may replacethe old one,on explicit permissiorfrom the previous publisherthataddedheold one.

Theauthor(sandpublisher(spf theDocumento notby this Licensegive permissiorto usetheirnames
for publicity for or to asseror imply endorsemeraf any Modified Version.

5. COMBINING DOCUMENTS

You may combinethe Documentwith otherdocumentseleasedunderthis License,underthe terms
definedin sectiond4 above for modifiedversions providedthatyouincludein the combinationall of the
InvariantSectionsof all of the original documentsyunmodified,andlist themall as IrvariantSectionsof
your combinedwork in its licensenotice,andthatyou presere all their WarrantyDisclaimers.

Thecombinedwvork needonly containone copy of thisLicense andmultipleidenticallnvariantSections
may be replacedwith a singlecopy. If thereare multiple Invariant Sectionswith the samenamebut
differentconterts, malke thetitle of eachsuchsectionuniqueby addingatthe endof it, in parentheses,
the nameof the original authoror publisherof thatsectionif known, or elsea uniguenumber Make the
sameadjustmento thesectiontitlesin thelist of InvariantSectionsn thelicensenoticeof thecombined
work.

In thecombinationyou mustcombineary section€Entitled”History” in thevariousoriginaldocuments,
forming one sectionEntitled "History”; likewise combineary sectionsEntitled ”Acknowledgements”,
andary sectionsEntitled’Dedications”. You mustdeleteall sectionsEntitled’"Endorsements”.

6. COLLECTIONS OF DOCUMENTS

Youmay male acollectionconsistingof the Documentandotherdocumentseleasedinderthis License,
and replacethe individual copiesof this Licensein the variousdocumentswith a single copy thatis
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includedin the collection, provided that you follow the rules of this Licensefor verbatimcopying of
eachof thedocumentsn all otherrespects.

You may extract a single documentfrom sucha collection, and distribute it individually underthis
License providedyouinserta copy of this Licenseinto the extracteddocumentandfollow this License
in all otherrespectsegardingverbatimcopying of thatdocument.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilaton of the Documentor its derivatives with other separateand independentiocumentsor
works, in or on avolumeof a storageor distribution medium,is calledan”aggregate” if the copyright
resultingfrom the compilationis notusedto limit thelegal rightsof thecompilations usersbeyondwhat
the individual works permit. Whenthe Documentis includedin an aggreate, this Licensedoesnot
applyto theotherworksin the aggrgatewhich arenotthemselesderivative works of the Document.

If the Cover Text requirementof section3 is applicableto thesecopiesof the Document,thenif the
Documentis lessthan one half of the entire aggreate, the Documents Cover Texts may be placed
on coversthatbraclet the Documentwithin the aggreate,or the electronicequialentof coversif the
Documentis in electronicform. Otherwisethey mustappearon printed coversthat braclet the whole

aggreate.

8. TRANSLATION

Translationis considereda kind of modification,so you may distribute translationsof the Document
underthetermsof sectiond4. ReplacinginvariantSectionswith translationgequiresspecialpermission
from their copyright holders, but you may include translationsof someor all Invariant Sectionsin

addition to the original versionsof theselnvariant Sections. You may include a translationof this

License,andall thelicensenoticesin the Documentandany WarrantyDisclaimers providedthatyou

alsoincludethe original Englishversionof this Licenseandthe original versionsof thosenoticesand
disclaimersin caseof adisagreemerttetweerthetranslatiorandthe original versionof this Licenseor

anoticeor disclaimertheoriginal versionwill prevail.

If a sectionin the Documentis Entitled "Acknowledgements”,”Dedications”, or "History”, the
requiremen{sectiord) to Presere its Title (sectionl) will typically requirechangingthe actualtitle.

9. TERMIN ATION

Youmaynotcopy, modify, sublicenseor distribute theDocumenexceptasexpresslyprovidedfor under
this License.Any otherattemptto copy, modify, sublicenseor distribute theDocuments void, andwill
automaticallyterminateyour rights underthis License. However, partieswho have receved copies,or
rights,from you underthis Licensewill nothave theirlicensegerminatedso longassuchpartiesremain
in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE
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The Free Software Foundationmay publish new, revised versionsof the GNU Free Documentation
Licensefrom time to time. Suchnew versionswill be similar in spirit to the presentversion,but may
differ in detailto addressiew problemsor concerns Seehttp://www.gnu.og/copyleft/.

Eachversionof the Licenseis given a distinguishingversionnumber If the Documentspecifieshata
particularnumberedversionof this License”or ary laterversion” appliesto it, you have the option of

following the termsandconditionseitherof that specifiedversionor of ary laterversionthathasbeen
published(not asa draft) by the FreeSoftware Foundation.If the Documentdoesnot specifya version
numberof this License you maychooseary versionever published notasadraft) by the FreeSoftware
Foundation.

ADDENDUM: How to usethis Licensefor your documents

To usethis Licensein a document youhave written, includea copy of the Licensein the documentand
putthefollowing copyright andlicensenoticesjust afterthetitle page:

Copyright © DATE YOUR NAME Permissioris grantedto copy, distribute and/ormodify
this documentunderthe termsof the GNU FreeDocumentatiorLicense,Version1.2 or
ary later versionpublishedby the Free Software Foundation;with no Invariant Sections,
no Front-Cover Texts, andno Back-Cwver Texts. A copy of thelicenseis includedin the
sectionentitled”"GNU FreeDocumentatiorLicense”.

If you have InvariantSectionsfFront-Corer Texts andBack-Cover Texts, replacethe"with...Texts” line
with this:

with the InvariantSectionsbeingLIST THEIR TITLES, with the Front-Corer Texts being
LIST, andwith the Back-Corer Texts beingLIST.

If you have InvariantSectionsvithout Cover Texts, or someothercombinationof thethree, mergethose
two alternatvesto suitthesituation.

If your documentcontainsnontrivial examplesof program code, we recommendreleasingthese
exampledn parallelunderyourchoiceof freesoftwarelicense suchasthe GNU GeneraPublicLicense,
to permittheir usein free software.
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| Appendix: The GNU General Public License

Version2, Junel991
Copyright () 1989,1991 FreeSoftwareFoundationJnc.

59 TemplePlace- Suite330,Boston,MA 02111-1307USA

Everyoneis permittedto copy anddistribute verbatimcopiesof this licensedocumentput changingt
is notallowed.

Preamble

The licensesfor most software aredesignedto take avay your freedomto shareand changeit. By

contrastthe GNU GeneralPublic Licenseis intendedto guaranteg/our freedomto shareand change
free software—tomale surethe softwareis free for all its users. This GeneralPublic Licenseapplies
to mostof the FreeSoftware Foundations softwareandto any otherprogramwhoseauthorscommitto

usingit. (SomeotherFreeSoftwareFoundatiorsoftwareis coveredby the GNU Library GeneraPublic
Licenseinstead.)You canapplyit to your programsfoo.

Whenwe speakof free software,we arereferringto freedom,not price. Our GeneralPublic Licenses
aredesignedo make surethatyou have thefreedomto distribute copiesof free software(andchagefor
this serviceif you wish), thatyou receve sourcecodeor cangetit if you wantit, thatyou canchange
the softwareor usepiecesof it in new free programsandthatyou knav you cando thesethings.

To protectyour rights,we needto make restrictionsthatforbid anyoneto dery you theserightsor to ask
youto surrendetherights. Theserestrictiongranslateo certainresponsibilitiedor youif youdistribute
copiesof thesoftware,or if you modify it.

For example,if you distribute copiesof sucha program,whethergratisor for a fee, you mustgive the
recipientsall therightsthatyou have. You mustmalke surethatthey, too, receve or canget thesource
code.And you mustshav themthesetermssothey know theirrights.

We protectyour rights with two steps:(1) copyright the software,and (2) offer you this licensewhich
givesyou legal permissiorto copy, distribute and/ormodify the software.

Also, for eachauthors protectionandours,we wantto make certainthateveryoneunderstandtatthere
is nowarrantyfor thisfreesoftware. If thesoftwareis modifiedby someonelseandpassean, we want
its recipientsto know thatwhatthey have is not the original, sothatarny problemsintroducedby others
will notreflectontheoriginal authors’reputations.

Finally, ary free programis threatenedonstantlyby softwarepatents We wish to avoid thedangeithat
redistritutors of a free programwill indi vidually obtain patentlicenses,n effect makingthe program
proprietary To preventthis, we have madeit clearthatany patentmustbe licensedfor everyones free
useor notlicensedatall.

The precisetermsandconditionsfor copying, distribution andmodificationfollow.
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. ThisLicenseappliesto ary programor otherwork which containsanoticeplacedby the copyright
holdersayingit maybedistributedunderthetermsof this GeneraPublicLicense.The“Program”,
below, refersto any suchprogramor work, anda “work basedon the Program”’meanseitherthe
Programor ary derivative work undercopyright law: thatis to say awork containingthe Program
or a portion of it, eitherverbatimor with modificationsand/ortranslatednto anotheranguage.
(Hereinaftertranslationis includedwithout limitation in theterm“modification”.) Eachlicensee
is addresseds"“you”.

Activities otherthancopying, distribution andmodificationare not coveredby this License;they

are outsideits scope. The act of runningthe Programis not restricted,andthe outputfrom the
Programis coveredonly if its contentsconstitutea work basedon the Program(independenof

having beenmadeby runningthe Program). Whetherthatis true dependn whatthe Program
does.

1. Youmaycopy anddistributeverbatimcopiesof theProgram$ sourcecodeasyoureceveit, in ary
medium,provided thatyou conspicuouslyandappropriatelypublishon eachcopy anappropriate
copyright noticeanddisclaimerof warranty; keepintactall the noticesthatreferto this License
andto the absenceof ary warranty;andgive ary otherrecipientsof the Programa copy of this
Licensealongwith the Program.

You maychageafeefor the physicalactof transferringa copy, andyou may at your option offer
warrantyprotectionin exchangefor afee.

2. You may modify your copy or copiesof the Programor ary portion of it, thusforming a work
basedon the Program,and copy and distribute suchmaodificationsor work underthe terms of
Sectionl above, providedthatyou alsomeetall of theseconditions:

(a) You mustcausethe modifiedfiles to carry prominentnoticesstatingthat you changedhe
filesandthedateof ary change.

(b) You mustcauseary work thatyou distribute or publish,thatin whole or in partcontainsor
is derived from the Programor ary partthereof,to belicensedasawholeat no chageto all
third partiesunderthetermsof this License.

(c) If themodifiedprogramnormallyreadscommandsnteractvely whenrun,youmustcaussit,
whenstartedrunningfor suchinteractve usein the mostordinaryway;, to print or displayan
announcemencludinganappropriateopyright noticeandanoticethatthereis nowarranty
(or else,sayingthat you provide a warranty) and that usersmay redistritute theprogram
undertheseconditions,andtelling the userhow to view a copy of this License.(Exception:
if the Programitself is interactve but doesnot normally print suchanannouncementjour
work basedon the Programis not requiredto print anannouncement.)
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Theserequirementsipplyto themodifiedwork asawhole. If identifiablesectionof thatwork are
not derived from the Programandcanbereasonably consideraddependenandseparatavorks
in themseles,thenthis License andits terms,do not applyto thosesectionsvhenyou distribute
themasseparatevorks. But whenyou distribute thesamesectionsas part of a whole whichis
awork basedon the Program the distribution of the whole mustbe on the termsof this License,
whosepermissiondor otherlicenseeextendto the entirewhole,andthusto eachandevery part
regardlesof who wroteit.

Thus,it is nottheintentof this sectionto claimrightsor contestyourrightsto work writtenentirely
by you; rather theintentis to exercisetheright to controlthedistribution of derivative or collectve
worksbasedn the Program.

In addition,mereaggreationof anothemwork notbasednthe Programwith the Program(or with
awork basedon the Program)on a volumeof a storageor distribution mediumdoesnot bring the
otherwork underthe scopeof this License.

. Youmay copy anddistribute theProgram(or a work basedon it, underSection2) in objectcode

or executablegform underthetermsof Sectionsl and2 above providedthatyou alsodo oneof the
following:

(a) Accompary it with the completecorrespondingnachine-readablsourcecode,which must
be distributedunderthe termsof Sectionsl and2 above on a mediumcustomarilyusedfor
softwareinterchangeor,

(b) Accompalry it with a written offer, valid for at leastthreeyears,to give ary third party, for
a chage no more thanyour costof physically performingsourcedistribution, a complete
machine-readableopy of the correspondingourcecode,to be distributedunderthe terms
of Sectionsl and2 above on a mediumcustomarilyusedfor softwareinterchangeor,

(c) Accompary it with the informationyou receved asto the offer to distribute corresponding
sourcecode.(Thisalternatveis allowedonly for noncommerciadlistributionandonly if you
receved the programin objectcodeor executableform with suchan offer, in accordwith
Subsectiorb above.)

The sourcecodefor a work meansthe preferredform of the work for making modificationsto
it. For an executablework, completesourcecodemeansall the sourcecodefor all modulesit
containsplusary associatethterfacedefinitionfiles, plusthe scriptsusedto controlcompilation
andinstallationof the executable. However, asa specialexception,the sourcecodedistributed
neednot include arything thatis normally distributed (in eithersourceor binary form) with the
major componentgcompilet kernel,andso on) of the operatingsystemon which the executable
runs,unlessthatcomponenttself accompaniethe executable.

If distribution of executableor objectcodeis madeby offering accesgo copy from a designated
place, then offering equivalent accesso copy the sourcecode from the sameplace countsas

distribution of the sourcecode,even thoughthird partiesare not compelledto copy the source
alongwith the objecttode.
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4. You may not copy, modify, sublicensepr distribute theProgramexceptas expresslyprovided
underthis License.Any attemptotherwiseto copy, modify, sublicenser distribute theProgramis
void, andwill automaticallyterminateyour rights underthis License.However, partieswho have
receved copies,or rights, from you underthis Licensewill not have their licenseserminatedso
long assuchpartiesremainin full compliance.

5. You arenot requiredto acceptthis License,sinceyou have not signedit. However, nothingelse
grantsyou permissionto modify or distribute theProgramor its derivative works. Theseactions
areprohibitedby law if you donot acceptthis License. Therefore by modifying or distributing
the Program(or ary work basedon the Program) you indicateyour acceptancef this Licenseto
doso,andall its termsandconditionsfor copying, distributing or modifying the Programor works
basednit.

6. Eachtime you redistribute the Program(or ary work basedon the Program),the recipient
automaticallyreceves a licensefrom the original licensorto copy, distribute or modify the
Programsubjectto thesetermsandconditions.You maynotimposeary furtherrestrictionsonthe
recipients’exerciseof therightsgrantedherein.You arenotresponsibldor enforcingcompliance
by third partiesto this License.

7. If, asa consequencef a court judgmentor allegation of patentinfringementor for ary other
reason(not limited to patentissues),conditionsare imposedon you (whetherby court ordet
agreemenbr otherwise)that contradictthe conditionsof this License,they do not excuseyou
from the conditionsof this License.If you cannotdistribute so asto satisfy simultaneouslyour
obligationsunderthis Licenseandary otherpertinentobligations,thenasa consequencgou may
not distribute theProgramat all. For example,if a patentlicensewould not permitroyalty-free
redistrikution of the Programby all thosewho receve copiesdirectly or indirectly throughyou,
thenthe only way you could satisfy both it andthis Licensewould be to refrain entirely from
distribution of the Program.

If any portion of this secton is heldinvalid or unenforceableinderary particularcircumstance,
the balanceof the sectionis intendedto apply andthe sectionasa whole is intendedto applyin
othercircumstances.

It is not the purposeof this sectionto induceyou to infringe arny patentsor otherpropertyright

claimsor to contestvalidity of ary suchclaims;this sectionhasthe solepurposeof protectingthe

integrity of thefreesoftwaredistribution systemwhichis implementedy publiclicensepractices.
Marny peoplehare madegenerousontributionsto the wide rangeof softwaredistributedthrough
that systemin relianceon consistentapplicationof that system;it is up to the author/donorto

decideif heor sheis willing to distribute softwarethroughary othersystemanda licenseecannot
imposethatchoice.

This sectionis intendedto make thoroughlyclearwhatis believedto bea consequencef therest
of this License.

8. If the distribution and/oruseof the Programis restrictedin certaincountrieseither by patents
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10.

11.

12.
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or by copyrighted interfaces,the original copyright holder who placesthe Programunderthis
Licensemayaddanexplicit geographicatlistribution limitation excludingthosecountries sothat
distribution is permittedonly in or amongcountriesnot thusexcluded. In suchcase this License
incorporateghe limitation asif writtenin thebody of this License.

. The Free Software Foundationmay publish revised and/ornew versionsof the GeneralPublic

Licensefrom time to time. Suchnew versionswill be similarin spirit to the presentersion,but
may differ in detailto addressiew problemsor concerns.

Eachversionis givena distinguishingversionnumber If the Programspecifiesa versionnumber
of this Licensewhich appliesto it and“any laterversion”, you have the option of following the
termsandconditionseitherof thatversionor of ary laterversionpublishedby the FreeSoftware
Foundation.If the Programdoesnot specifya versionnumberof this License,you may choose
ary versionever publishedby the FreeSoftware Foundation.

If you wish to incorporateparts of the Programinto other free programswhose distribution
conditions are different, write to the authorto ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimesnake exceptionsfor this. Our decisionwill be guidedby the two goalsof preserving
the free statusof all derivatives ofour free software and of promotingthe sharingand reuseof
softwaregenerally

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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Appendix: How to Apply TheseTermsto Your New Programs

If you developa new program,andyou wantit to be of the greatespossibleuseto the public, the best
way to achieve thisis to malke it free softwarewhich everyonecanredistritute andchangeunderthese
terms.

To do so, attachthe following noticesto the program. It is safestto attachthemto the startof each
sourcefile to mosteffectively corvey the exclusionof warranty;andeachfile shouldhave at leastthe
“copyright” line anda pointerto wherethefull noticeis found.

oneline to give the programs nameanda brief ideaof whatit does.
Copyright (C) yyyy nameof author

This programis free software;you canredistributeit and/ormodify it underthetermsof the
GNU GeneralPublicLicenseaspublishedby the FreeSoftware Foundation;eitherversion
2 of theLicense or (atyour option)ary laterversion.

This programis distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warrantyof MERCHANTABILITY or FITNESS
FORA PARTICULAR PURPOSESeethe GNU GeneralPublicLicensefor moredetails.

You should have receved a copy of the GNU GeneralPublic Licensealong with this
program;if not, write to the FreeSoftware Foundation,Inc., 59 TemplePlace- Suite 330,
Boston,MA 02111-1307USA.

Also addinformationon hav to contactyou byelectronicandpapermail.

If the programis interactve, make it outputa shortnoticelik e thiswhenit startsin aninteractve mode:
Gnomarision version69, Copyright (C) yyyy nameof author
Gnomuwision comeswith ABSOLUTELY NO WARRANTY; for detailstype ‘shav w'.

This is free software,andyou arewelcometo redistrikute it undercertainconditions;type
‘show ¢’ for detalls.

Thehypotheticacommandshow wandshow c shouldshav theappropriatgartsof theGeneraPublic
License. Of course,the commands/ou usemay be called somethingotherthan show w andshow c;
they couldeven bemouse-clicksor menuitems—whateer suitsyour program.

You shouldalso get your employer (if you work asa programmer)or your school,if ary, to signa
“copyright disclaimer”for the program,f necessaryHereis a samplealterthenames:

Yoyodyne Inc., herebydisclaimsall copyright interestin the program
‘Gnomovision’ (which makespassest compilers)written by JamedHacker.

signatureof Ty Coon,1 April 1989
Ty Coon,Presidentf Vice
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This GeneralPublic Licensedoesnot permit incorporatingyour programinto proprietaryprograms.
If your programis a subroutindlibrary, you may considerit more usefulto permitlinking proprietary
applicationswith thelibrary. If thisis whatyouwantto do, usethe GNU Library GeneraPublicLicense
insteadof this License.
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