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DistributedNetwork Analysis

Abstract

Intrusively monitoring the activity on a network canaddextremely large load to a server, for

examplemonitoringthewebsitesthatuserson a LAN visit without having theoverheadof running

a transparentproxy server. Another examplewould be to monitor the conversationsthat people

on a LAN arehaving with the outsideworld via someform of instantmessagingapplication(i.e.

MSN Messenger).Bothof theseprocesseswould traditionallyrequireaproxyserver to interceptthe

contentof messages/pagesbetweenthesourceandthedestination,addingextraoverheadto systems

thatcouldbeutilised elsewherein theorganisation.By monitoringthis contentin a passive fashion

it is possibleto monitor systemswithout touchingor reconfiguringthem.
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Preface

During this documentthesymbolin Figure1 is usedto definea predefinedprocess.This processmay

bedocumentedasanotherflow chartat anotherpoint in this document.Therearealsoa numberof key

termsandabbreviationsthatareonly referencedheredueto thevastnumberof timesthatthey appearin

thedocument.

� IEEE802.3CSMA/CD Ethernet(802.3)[1]

� InternetProtocol(IP/IPv4)[3][4]

� AddressResolutionProtocolon IEEE802.3Networks(ARP)[4]

� ReverseAddressResolutionProtocol(RARP)[5]

� UserDatagramProtocol(UDP)[6]

� TransmitionControlProtocol(TCP)[7]

� Network IntruderDetectionSystem(IDS)

� Network IntruderPreventionSystem(IPS)

� Java[18]

� JavaNative Interfaces(JNI)

� JavaVirtual Machine(JVM)

� Libpcap- Network PacketCaptureAPI[9]

� Jpcap- JNI WrapperFor Libpcap

� Libnids - Network PacketCaptureAPI[10]

� OpenSourceMessageQueue(OSMQ)[15]

Example

Figure1: PredefinedProcess
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1 Assessmentof the project

1.1 What is the technical contribution of the project?

Packet captureandanalysisprogramsarevery complex piecesof softwarethatrequirelargeamountsof

computepower to achievetheregoal,to thisendmostapplicationsarewritten in C for greaterefficiency.

By distributing the systemit allows for lower power cheapersystemsto be usedto monitor a high

bandwidthconnection.Also writing thesystemin Java makesit easyto migratethesystemto any host

operatingsystemsupportedby LibpcapandJava.

1.2 Why should this contribution be considered either relevant of important to

computer systemsengineering?

Computernetworksarerapidlyexpandingto covermostof theworld, andComputerSystemsEngineers

are being contractto designand install them. In order to fully ordit the securityof any network it

needsto be monitoredfor threats,or to gatherperformancerelatedinformation. JxNAP will allow

network designersto fully monitor network installationsandcapturesecurityandperformancerelated

informationtailoredto thereexactneeds.

1.3 How canother makeuseof the work in this project?

All of the publisheddocumentsfor this project will eventually be publishedon the project website

(http://jxnap.tomjudge.com)undertheGNU FreeDocumentationLicense1 underwhich this document

is licensed.All of thesourcecodefor theprojectis licensedundertheGNU PublicLicense2 andwill

alsobepublishedontheprojectwebsite.Onceall of this is publishedtheprojectwill beregisteredin the

OSTGsoftwareindex onlineathttp://freshmeat.netin orderto make thelargestnumberof peopleaware

of theprojectaspossible.

1.4 Why should this project beconsideredand achievement?

The project makes distributed network analysissoftware available to everyone,wherebefore it was

limited to a selectionof commercialproducts,andonly to thosethatcouldafford to buy licensesfor the

products.Thereis a functioningprototypethatdemonstratesthecapabilitiesof thesystem.

1.5 What are the weaknessesof this project

The main weaknessof this project is the lack of target basedIP defragmentationand TCP stream

reassembly, which allow standardIDS/IPSevasiontechniquesto beusedto allow attackersto traverse

1PleaseseeAppendixH for acompletecopy of theGNU FDL
2PleaseseeAppendixI for acompletecopy of theGPL
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thesystemwithout thethreatthey presentbeingdetected.Anotherweaknessis theOSMQsystemthat

is usedfor nodeto hub communications,the dueto lack of documentationit hasnot beenpossibleto

fully stabilisethecommunicationsbetweenthenodeandthehub. Theany subsequentreleasesof JxNAP

shouldfind analternativemessagebrokeringsystem.
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2 Intr oduction

2.1 The Problem

In todayscomplex corporateIT world securityis becomingmoreandmoreimportantasthenumberof

systemsthat areexposedto uncontrollednetwork traffic is rising. With the hardedgeof the business

network rapidly diminishing the job of patrolling the network edgesis becomingharderand harder.

TechnologiessuchasLaptops,PDA’s,GPRS,Bluetooth,WiFI, BroadbandHomeInternetAccess, VPN

and Extranetsare all causesof the breakdown of the businessnetwork edge. Roamingworkers are

taking therecomputershomeat the end of the day, it is at this point that around80-90%(reference

this) of company’s loosetrackof whatis beingdoneon company equipment.Thenext working daythe

systemsarebroughtbackinto theoffice pluggedbackinto thenetwork or connectto it by WiFI, while

thesystemswhereout of theoffice they couldhave pickedup any numberof virii or trogens.As soon

asthey arepluggedinto theinternalnetwork undertraditionalsecuritysetupsthey havecompletelyside

steppedany protectionplacedon thenetwork to stoptheproblemgettinginto thenetwork they arenow

freeto causehavoc without bounds.A very goodexampleof this problemthecoderedworm attackon

theUS Pentagonwhich wasfreeto spreadthoughthePentagonsinternalnetwork causinghavoc for the

systemsadministrators.

Thereareseveral companieswho make solutionsfor this sort of problemundera commerciallicense

but asyet thereareno OpenSourcesolutionsto this problemwhich cancosthugeamountsof money

to resolve. Commercialsystemssuchastheonescreatedby SourceFireInc areextremelyexpensive to

run andprovide little in theway of customabliltyto thepurchaser, which is why it wasdecidedto write

JxNAP, adistributed platformfor building suchasystemfor theOpenSourcecomunity.

The platform is able to supporta whole host of disparatenetwork monitoring applicationsin one

distributedsystemallowing themall tocommunicateamongsteachotherfor eventcorrelationandsystem

selfmaintenance.Thefollowing area few examplesof applicationsthatcouldbehostedonJxNAP:

� Network AssetTracking

� Network IntruderDetection/PreventionSystems

� Network AnomalyDetection

� RoamingClientTracking

� IDS EventThreatLevel Estimation

10
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2.2 The Solution

JxNAP is a distributedmodularnetwork monitoringsystemdesignedin sucha way that it canbeused

for almostany purpose,from intruderdetectionto monitoring the usageof a website. The systemis

madeupof 3 components,thenode,thehubandtheGUI.

Thenodeis responsablefor capturingthetraffic on thenetwork anddoingtheprimaryanalysisof it and

thenpassingtherelative informationon to thehub. Thehubis responsablefor collectingthedatafrom

Node 2

Node 4

Node 5

Node 1

Node 3

Hub 1

Hub 2

GUI 1

GUI 2

GUI 3

Figure2: SystemOverView

severalnodesandloggingtheeventsin apersistantmanner, for lateraccessby theGUI. Thehubcanalso

optionallyperformfurtheranalysisin theevent from severalnodesandusesmallereventsfrom several

nodesto for examplecreatea largermorecritical eventfor theentirenetwork beingmonitored.As well

asthis thehubis ableto maintainlogical views of networksby groupingsetsof nodestogetherto form

asinglenetwork.

The GUI is responsablefor displayingthe resultsof the captureddatato the network administrators,

andgeneratingreportsandgraphsfor themto work from. TheGUI will beableto connectto multipul

hubsandform a even morepowerful view of a singlenetwork. The hubswill alsobe ableto support

connectionsfrom multiple GUI’s at any onepoint in time sothatmorethanoneadministratorcanview

andaccesstheinformationgenerated.

Figure 2 shows an exampleof how the partsof the systemcould be interconnectedin an example

productionenvironment.
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2.3 Project Management

2.3.1 TechnologiesUsed

Oneof themostcommonflawsof theopensourcecommunityis duplicatingcompletesoftwarepackages

becausethe only existing packagesdo not have the featuresetthat you require. During the courseof

developingJxNAP it hasbeendecidedthatinsteadof writing severalcomponentsfrom scratchit would

befasterandmoreefficient to make minor modificationsto existing packagesratherthanimplementing

thesamethingagain.

Java

Javawaschosenasthemainprogramminglanguageto implementJxNAP in asit openstheprojectupto

a largertargetaudience,whichasnotall network administratorsarewilling to uselinux or Unix variants

is very important. It alsoprovidesa lot of the main API featuresthat other languagesdon’t provide

withoutusinglargenumbersof externallibrary’s.

Libpcap and JPcap

Libpcapis thedefactoopensourcepacketcaptureAPI, unfortunatelywrittenin C theJPcapJNI interface

allowsuseof thelibrary in Java. JPcapalsosupportsusingthewindowsportof Libpcap,winpcap,which

meansthatthesystemcanstill beusedonmostuniciesandwindows.

Libnids

Libnids was incorporatedat a very late stagein the developmentcycle due to a failure to write a

functioningTCPstreamreassembly engine.Libnids hasnot beentestedon asmany operatingsystems

asLibpcapbut is basedon it, this shouldmeanthat I will run on thesameplatformsthatLibpcapand

winpcaprunon.

OSMQ

OSMQ waschosenasthe original basefor all inter componentcommunications,however its planned

role was reducedduring the GUI developmentphaseas it lead to somevery difficult asynchronous

communicationissues.It still providesmostof the corefunctionsfor the node,hub communications,

including dynamicmessagebroker discovery, redundantbrokers, automatictransmitioncontrol and

objectserialisation.After working with it for a prolongedperiodof time, it hasbecomeharderto make

effective useof thepackagedueto a lack of gooddocumentation.Any subsequentreleasesof JxNAP

shouldconsiderreplacingOSMQwith amessagebroker thatis betterdocumented.

12
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JMX

Java ManagementExtentions (JMX) where chosenas the replacementto OSMQ, for GUI hub

communications.JMX providesa RPC3 basedinterfaceto managementfunctionsof the application

beingmanaged.RPCsolved a larger numberof the asychrinouscommunicationmanagementissues

presentin the hub. JMX alsoallows for multipul interfacesto the managementextentions,allowing

futuredevelopmentto addfeaturessuchasawebbasedmanagementconsole.

MC4j

ManagementConsole4 Java (MC4j) was chosenfor the baseof the GUI as it provides a very well

documentedandstableplatform to build managementapplicationsthat work with JMX. MC4j allows

creationof multipul connections to systemsthataremanageablevia JMX. If MC4j wasusedto manage

otherapplicationswith in thebusinessaddingJxNAP’s featuresto it is very simplejob of just addinga

new connection.

Log4j

TheApacheFoundation’s Log4j API couldalmostbedescribedasthe industrialstandardloggingAPI

for enterpriseJava applications. It is very flexableand its outputconfigurationcanbe changedvia a

simpleconfigurationfile sothatsystemadministratorscantunetheloggin outputto their exactneeds.It

is for thesereasonsthatit waschosento provide thelogginginterfacefor JxNAP.

2.4 Testing

During developmentregular manualtestingtook place,aswell a selectfew automatedtests. During

thetestingstagethea 2 nodeswhererun on theswitchednetwork. Therewasa hubrunningon a third

computeron thenetwork andseveralGUI connectionscomingfrom boththelocal network andfrom a

remotelocationsvia a VPN connection.Along sidethis a copy of tcpdumpwasrunningon the same

hostsasthe2 nodesdumpingall of thecapturedtraffic to discfor analysisandcheckingagainstthelog

recordscreatedby thesystem.

2.4.1 Final Timetable

Someitems have beenswap aroundto accommodatethe new timeline and someitems have been

duplicatedto datesin the future due to the fact that they werenot completedon time and hadto be

rescheduledfor completionata laterdate.

3RemoteProcedureCall
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Week Task
3 ProjectSpecificationDueIn

BasicSystemDesignComplete
4 Work onbasicpacket captureinterface
5 BasicPacketCaptureInterfaceComplete
6 Implementationof hubcorecomplete
7 Implementationof moduleloadingandmoduleinterfaces
8 Hub to nodecommunicationprotocoldesigned

GUI to Hubcommunicationprotocoldesigned
9 Writing andhandingin ProgressReport
10 Implementationof hubto nodecommunications

Implementationof hubcorecomplete
Holiday1 BasicGUI Implemented

GUI to Hubcommunicationprotocoldesigned
Holiday2 GUI Moduleloadingimplemented
Holiday3 GUI to hubcommunicationsimplemented
Holiday4 Testingof basicsystem
11 Implementationof first realmodule
12 Implementationof first realmodulecomplete
13 Full testingof systemwith onemoduleinstalled
14 Implementationof secondmodule
15 Implementationof secondmodulecomplete
16 Full testingof systemwith ondemandmoduleloading
17 Provisionally implementa third module
18 Provisionally completeimplementationof third module
19 ProjectPresentation
20 ProjectPresentation
Holiday1 Reportwriting andbugfixing
Holiday2 Reportwriting andbugfixing
Holiday3 Reportwriting andbugfixing
Holiday4 Reportwriting andbugfixing
21 Final reportreadyfor proof reading
22 FinalReportdeadline

14



JxNAP

3 The Node

3.1 AnalysisEngine

Possiblythemostimportantcomponentof JxNAP thenodesanalysisengineis responsablefor capturing

all of thenetwork traffic, anddistributing it to theanalysismodules.In orderto do this successfullyit

mustbecapableof thefollowing:

� ReadingEthernetFramesoff theNetwork

� Determiningthepayloadprotocolof EthernetFrames

� DecodingIP Packets

� DefragmentingIP Packets

� ReassemblingTCPStreams

� Determiningtheoperatingsystemof remotehosts

In orderto achievebringthisquitesignificantsetof featuresto theanalysisenginethefollowing library’s

whereutilised.

� Libpcap

� Libnids

� Jpcap

� p0f
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3.1.1 CaptureEngine

The captureengineis a mix of c/c++ andJava codeinterfacedtogetherwith JNI. Figure3 shows the

work flow of theCaptureEngine,thecaptureenginerunsin adedicatedthread.

The input from the network card is handledby a combinationof Libpcap and Libnids, Libpcap is

responsablefor capturingindividual ethernetframeswhile Libnids is responsablefor capturingand

assemblingTCP streams.Libnids wasincludedat the very last minuteasa simplesolutionto a very

brokenTCPstreamreassemblyenginethatwaswrittenin Javafrom scratch.Thishasleadto asomewhat

large increasein thecomputepower requiredto analysethenetwork traffic aseachframeis effectively

beingprocessedtwice. Figure3 shows theStreamassembleaspartof thecaptureengineafterLibpcap,

which is theoriginal plannedstreamassemblerdesign.Thenew streamassemblerwill beexplainedin

moredetail in a latersection.

Figure3: FrameCaptureEngine

Whena packet is capturedby Libpcapit is passedinto theJVM via JNI, onceinsidetheJVM all of the

analysiswork is carriedout. The first thing that happensis that JPcapchecksandassignsan ethernet

frame object to the frame. After this the frame is checked for valid payloadslisted in the Ethernet

Types[2]document.In thecurrentprototypeonly ethernetframeswith anIPv4 payloadarepassedonto

the packet processingenginefor further analysis. At this stagein the original designthe IP payload

wouldhavebeencheckfor aTCPpayloadandif sopassedon to theTCPstreamreassembler, dueto the

useof Libnids this is no longerrequiredto bedoneinsidetheJVM.

16



JxNAP

3.1.2 Packet ProcessingEngine

ThePacket Processingengineis responsablefor doing thebasicfirst level of analysisof all IP packets

captured. The packet processingengineis built arounda cachedthreadpool, every time a packet is

received the next stageof the packetsprocessingandanalysisis deligatedto a threadfrom the thread

pool. Theuseof thethreadpool removessomeof theoverheadof creatingnew threadsfor every single

packetwhichonaheavily loadedgigabitnetwork couldbring thesystemto astandstill. Figure4 shows

thework flow of ananalysisthreadin thepacketengine.

Figure4: PacketProcessingEngine

Whena IP packet is received the first thing that happensis that it is checkto determinwhetheror not

it is a fragmentof a packet. If thepacket is fragmentedit is sentto theDefragmentationEngineto be

defragmentedandreassembledfor reprocessing.Whenaunfragmentedpacket is receivedtheIP payload

is checkedfor know payloadprotocols(mainlyTCPandUDP)andthenpassedto themoduledispatcher.

If aTCPpacket is receivedit is alsocheckedto seeif it is thefirst packet in thestream,if it is thepacket

is alsopassedto theOSFingerprintingenginefor analysis.

17
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3.1.3 Network View

To provide the traffic analysismoduleswith more information aboutthe hostswho’s traffic they are

monitoring,eachnodewill build a topologicalview of thenetwork they aremonitoringfrom thetraffic

that is beinganalysed.Figure5 shows a simpleexamplenetwork that the nodecould be runningon.

Someexamplesof thedatarecordsthatcouldbecollectedaboutthisnetwork arelistedin Table1.

Host A Host CHost B

Host G

Host F

Hub Hub

Host E

Router 1Router 2 Router 3

Host DMonitroing Node Internet

Figure5: ExampleNetwork

Destination IP DestinationHardwareAddr ess ARP Reply
HostB HostB True
HostA HostA True
HostC Router1 False

Router1 Router1 False
Router1 Router1 True
HostD Router1 False

Table1: Network InformationRecordsCreatedFromReceivedPackets

Theonly realway to build a truetopologicalview of thenetwork beingmonitoredis notonly to monitor

theIPpacketsthatarebeingtransmittedandreceived,but toincludeinformationcollectedfrom protocols

suchasARP andRARP. Without this information it is not possibleto determinethe real IP address

belongingto any oneIP address.An exampleof the view of a network constructedwithout ARP/RARP

is shown in Figure6.

Figure7 shows a network who’s topologicalview hasbeenconstructedfrom both IPandARP/RARP

data.It is clearthatwith theextra datait is a lot easierto constructa morerealistictopologicalview of

thenetwork beinganalysed.

Unfortunatelythe processof maintaininga mapsuchasthe onerequiredto representthe structureof

a network is is very computationallyexpensive asfor every new pieceof informationthat is received

the mapcould needa untold numbermutationsto make it correct,for extremelylargenetworks just a

metropolitanareanetwork backbonesthis could meanthat the maprequiresseveral hundredthousand

mutationsasecondto keepit up to date.Adding thiscomputationalworkloadto asystemthatis already
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Host A Host CHost B

Hub Router 1

Monitroing Node

Host D

Figure6: SimpleNetwork

Host A Host CHost B

Hub HubRouter 1

Host DMonitroing Node

Figure7: RealisticNetwork View

stretchedto its limits trying to keepup with the traffic on the network simply is not feasiblewhich is

why this featurewasleft outof thenodeprototype.
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3.1.4 StreamAssembler

The job of the streamassembleris to reconstructthe datastreamsof a TCP sessionandpresentthem

to the analysismodulesastwo streams(upstreamanddownstream).Initially plannedasa completely

Java componentafter two completerewrites of the codefrom scratchit wasdecidedthat an external

teststreamassemblershouldbeusedto save time. In theprototypenodeLibnids is usedperformthis

function,by meansof emulatingaLinux[14] 2.0serieskernel.UsingJNI asmallmethodwaswritten to

passeachTCPpacket in sequenceinto theJVM andthestreammoduledispatcher.

New Stream

No

Disgard
Stream

Yes

Buffer

Create Buffer
Place First Packet

Into Buffer

Create Streams

Pass streams to
analysis modules

Does this stream need
analising?

Are Modules still
analysing this stream

Do
Nothing

Ignore Stream

Analysis
Stream

YesNo

Dispatcher

Analysis Module

Figure8: CurrentStreamAssembler

Figure8 show thework flow of thestreamassembleranddispatcherwhenanew streamis received.For

eachsubsequentdatasegmentreceived it is placedinto the streamsbuffer which is availableto all of

theanalysismodulesthoughthe IgnorableStreaminterface. Figure9 shows theoriginal designfor the

streamassemblerwhich is no longerincludedin theprototype.

Onething that hasbeendiscoveredis that it is very importantto reassembleTCP streamsin the same

mannerthatthetargetoperatingsystemassemblesthem.UsingrougeTCPpacketsis a commonway to

avoid detectionon commonIDS andIPSsystems.Thesesystemsmayassemblethestreamin a Linux

fashionwhereas the systemthat is being targettedis a Windows system,using this type of evasion

it is possiblefor an attackto passthe IDS/IPSwithout ever beingnoticed. JxNAP currentlydoesnot

assemblestreamsin a targetbasedfashiondueto thelackof supportfrom theOSfingerprintingengine,
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asit is notablefingerprintpacketsotherthanTCPSYN packets.

New Stream
Create Stream

Fingerprint
Is Fingerprint
Registered?

Stream Buffer

Load Analysis Module

No

Disgard
Stream

Yes

Start Module Analysis Engine

Figure9: OriginalStreamAssembler
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3.1.5 DefragmentationEngine

FragmentedIP packetsnormally originatefrom networks who’s maximumframesize is smallerthan

the IP packetspayload,usuallybecausethe payloadprotocoldoesnot supportfragmentation(suchas

UDP). OccasionallyIP fragmentationis usedas a methodof IDS/IPS evasion. It is the job of the

defragmentationengineto reassembleIP fragmentsinto completepacketsandthenpushthembackinto

thepacketenginefor analysis.

Figure10: PacketDefragmentationEngine

Figure10 shows the workflow of the defragmentationengine,which is designedto operateinsidethe

Packet Enginesworker threads.To avoid excessmemoryusagefrom partial packetsbeingretainedin

memoryeachbuffer is assigneda timer intially setto countdown from 10 minutes,afterwhich time if

thepacket hasnot beencompletelyreassembledandreturnedto thepacket engine,all storedfragments

arediscarded.If a packet is completedwithin 10 minutesthenthetimer is cancelledandthecompleted

packet is reassembledand returnedto the captureengine,its buffer in the defragmentationengineis

discarded.

As with TCPreassemblyit is very importantdefragmentpacketsin thesamefashionastargetoperating

system,if this is not donefragmentationcanbe usedto make attacksappearinvisible to the system.
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Unfortunatelythe OS fingerprintingengineis not powerful enoughto fingerprintUDP packetsor any

TCPpacketsotherthanSYN packetssothis featureis not in theprototypenode.

3.1.6 Module Dispatcher

Themoduledispatcheris a very simplecomponentthat is responsablefor distributing capturedpackets

to theloadedanalysismodules.Oncetheanalysismodulehasreceivedthepacket it down to themodule

to decidewhetherfurthur processingneedsto take placeor if the packet is to be ignored. Figure11

shows thework flow of thedispatcher. It is presumedthatthemodulewith startits own worker threads

if theanalysisis goingto take along timeto toohelpfreeup thepacketenginesworker threads.

TCP/UDP Packet

Distribute To
Active Modules

Dispatcher

Analysis Module

Does this packet
need analysing

Analysis

Disgard
No

Yes

Figure11: ModuleDispatcher
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3.1.7 OS Fingerprinting Engine

OSFingerprintingis a vital partof any advancednetwork analysissystem,with out it, it is not possible

to perform such functions as target basedIP packet defragmentation,or target basedTCP stream

reassembly. Unfortunatelythere is not much information aboutpassive OS fingerprintingavailable

onlineasmostsystemsthataccuratelyfingerprintoperatingsystemsdo it in anactive fashion4, in order

to reducethedetectabilityof thesystemanactivescanis not suitable.

The mostadvancedOS fingerprintingsystemwaswritten by Martin Roesch5 of SourceFirefor their

RNA sensorproduct. Unfortunatelythis is a closesourceproject, but it shows that with work it is

possibleto fingerprintany commonIP payloadpacket. In orderfor JxNAP to beausefulsystemtheOS

fingerprintingenginewill needto enhancedto this level.

Thecurrentsystemborrows heavily from thep0f[12] projectandis mostlya straightport of theC code

to Java. Portingp0f[12] to Javameantthatthesystemstaysmoreplatformindependenteventhoughp0f

doeshave aslavemodeallowing packetsto passedto it andit to returntheresultsto theclient. Only the

moststableanalyser(TheTCPSYN packetanalyser)wasportedasaproofof conceptfor theprototype.

Eachoperatingsystemfingerprint is storedin a simple text file which parsedon systemstartup,the

following is a list of informationthatis usedto makeupasingleoperatingsystemsfingerprint.

� IP Information

– Initial TTL

– Do not fragmentbit (IP)

pagebreak

� TCPInformation

– Window Size

– OverallSYN PacketSize

– OptionsandtheOrderthatthey aresetin andthevaluessetby them

� NOPoption

� EOL option

� Window scalingoption

� Maximumsegmentsizeoption

� SelectiveACK OK

� Timestamp

� Timestampwith zerovalue

� Unrecognisedoptionnumber

4Nmapis anexampleof autility with activeOSfingerprinting.
5Martin Roeschis alsotheauthorof theextremelypopularopensourceIDS Snort.
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� Quirks in the TCP/IPstackof the remotehostthat causesvaluesto be set incorrectlyor invalid

optionconfigurations.

– OptionspastEOL

– ZeroIP ID

– IP optionsspecified

– Urg pointernon-zero

– Unused(x2) field non-zero

– ACK numbernon-zero

– Non-zerosecondtimestamp

– Unusualflags(PUSH,URG,etc)

– Datapayload

– Brokenoptionssegment

3.1.8 Traffic AnalysisModule

TheTraffic analysismodulerecordsinformationaboutthevolumeof traffic beingcapturedby thesystem.

It recordstraffic volumesby sourceanddestinationTCPandUDP portsandby sourceanddestination

IP addresses.

Figure12: Screenshotshowing traffic analysisplugin output
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IP traffic volumesare calculatedfrom the Packet Length field of the IP header6. TCP/UDPtraffic

volumesarecalculatedfrom thevolumeof theTCP/UDP7 payloaddata.

3.1.9 MSN MessengerAnalysisModule

To show theasecurityorientateduseof JxNAP amodulehasbeenwritten thatsearchesfor keywordsin

MSN Messengerconversations.This couldbeusefulfor companieswho feel that instantmessagingis

a usefulproductivity tool andthereforedo not wantto block accessto it, but do wantto beableto keep

trackof theinformationthattheemployeesaresendover it.

The main part of this module is formed from a heavily cut down versionof TjMSNLib[13] which

providesthe logic for processingcommandsin sessionsbetweenclientsandMSN messengerservers.

The plugin currentlyignoresany streamsthat arenot establishedto a know MSN SwitchboardServer

port8, in order to improve the reliability of the plugin it would be advisableto include a heuristic

streamfingerprintingengineto thepluginsothatconversationstakingplaceto unusualportscanalsobe

monitored.Whentheplugin detectsa listedkeyword in a sessionit thenforwardstheentiremessageto

thehubfor furtherprocessing.

For a demonstrationof theMSN Plugin in actionpleaseseethedemonstrationvideosincludedon the

CD insidethebackcoverof thisdocument.
6SeeFigure21
7SeeFigures22and23
8TCPPort1863
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3.2 Hub Communications

The hub communicationssystemis built aroundthe OSMQ system for distributedmessageing.Each

nodeusesmulticastdiscovery systemto locatethe nearesthub to them, upon locating the hub they

establisha link to thehub. This connectionis thenusedfor all communicationsbetweenthenode,hub,

GUI andothernodes.

Module DemuxMessage Processor

Multicast Discovery Hub Connection

Module Message
Processor

Node

Module

Module
Registry

Figure13: HubConnectionOverview

A single datastructureis usedfor transmitionover the communicationlink, while OSMQ handles

serialisationandtransmitionof eachmessage.Themessageisafieldbaseddatastructurethatisserialised

for transmitionover thecommunicationschannel.For nodeto hubcommunicationsfour messagetypes

aredefined:

� StatusMessages

� CommandMessages

� DataMessages

� AcknowledgementMessages

3.2.1 StatusMessage

Thestatusmessageonly getstransmittedbetweenthenodeat thehubwhentheinternalstateof thenode

changes.The first field of the statusmessageis the messageidentificationassetby the transmitting

node, the secondfield of the messageis the statusof the remotenode. The nodecan be in one of

threestatesat any onetime Offline, Onlineor Capturing.TheOffline andCapturingstateareprettyself

explainitory, but Onlinemeansthatthenodeis runningandaccessableoverthecommunicationsnetwork

but it currentlynocapturingfor somereason,normallybecauseit hasnot yetbeenconfigured.
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3.2.2 CommandMessage

Thecommandmessageis usedby eitherthenodeor hubto transmitcommandsto its peer. Thefirst field

of the commandmessageis the messageidentificationassetby the transmittingprocess.The second

field of thecommandmessageis thecommandfield containingthecommandto beexecuted.Thethird

andfourthfieldsof themessageareoptionaldataargumentsrequiredfor processingthecommand.

Therearecurrentlyfour commandsthatareusedin nodeto hubcommunications:

GET CONFIG Usedby thehubto tell thenodeto transmitits currentconfigurationto theto thehub.

CONFIG UPDATE Usedby thehubto transferandactivateanew configurationto aparticularnode.

MODULE COMMAND Usedby modulessendto commandsbetweenthe hub and node resident

componentsof themodule.

INSTALL MODULE Usedby thehubto install anew moduleinto anactivenode.

3.2.3 Data Message

Thedatamessageis usedby eitherthenodeor hubto transmitdatato its peer. Thefirst field of thedata

messageis the messageidentificationassetby the transmittingprocess.The secondfield of the data

messageis thedatafield containingthetypeof dataattached.Thethird field of themessageis thedata

itself, thereis anoptionalfourthfield for asecondpieceof dataif required.

Therearecurrentlythreedatatypesthatareusedin nodeto hubcommunications:

IDENT Usedby thenodeto identify its selfwith thehub.

CONFIGURATION Used by the node to send its configuration to the hub after receiving a

GET CONFIGcommand.

MODULE DATA Usedby modulesto senddatabetweenthehubandnoderesidentcomponentsof the

module.

3.2.4 AcknowledgementMessage

Theacknowledgementmessage(ACK) is usedby boththenode andhobto confirmthata messagehas

beenreceivedandprocessed.Thefirst field of ACK messageis the identificationof themessageasset

by thesendingprocess.Thesecondfield of theACK messageis thesenderof theoriginal message,the

third field is theID of themessagethat is beingacknowledged.TheACK messageis theonly message

usedthatdoesnothave to haveanACK messagetransmittedby therecipienton receiptof themessage.
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3.2.5 NodeCommunication Startup Process

Figure14shows thecommunicationsequenceasthenodestartsupandregistersitself with thenetwork.

The initial Ident messageis usedto map the randomsessionidentificationof the nodeto a system

administratorassignedfriendly namefor the node. As soonasthe nodebecomesfully operationalit

alsosendsits statusto the hub. Whenthe hub receivesthe Ident messagethis triggersthe transmition

a configurationrequest,while a nodeis connectedto the network the hub alwaysstoresa copy of the

active nodeconfiguration,to simplify theprocessof reconfiguringthenodesfrom a GUI management

consoleandavoiding handlingthe asynchronouscommunicationbetweenthe hub andGUI, while the

hub requeststhe configurationfrom the node. Upon receipt of the configurationrequestthe node

immediatelysendsacopy of its currentactiveconfigurationto thehub. Oncetheconfigurationis received

thehubthensendsmoduleinstallationcommandsto thenodefor all of themodulescurrentlyinstalled

on thesystem.

Node Startup

Send Ident To Hub

Handle ACK

Send ACK

Send Config Request

Send Status
Send ACK

Send ACK Handle ACK

Send Config
Send ACK

Handle ACK

Store Configuration

Store Status

Node Hub

Send Module Install
For All Installed Modules

Send ACK

Handle ACK
Install Module

Figure14: NodeCommunicationStartupProcess
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3.3 Module Loader and Logging

Thereare two componentsthat are usedin all threepartsof JxNAP they are the moduleloaderand

the logging facilities. The runtimemoduleloadingsystemusedthroughoutJxNAP is jModuleLoader

which loadsclassesfrom jar files which aretransferedto thenodein INSTALL MODULE commands.

jModuleLoaderwaschosenasit providesmuchof thecorefunctionalityfor loadingmoduleswith very

low overheads.

To provide acompetentloggingsystemtheApacheFoundationsLog4j waschose,asit is a verymature

and advancedloggingsystemwhich whoseoutputis completelyconfigurablebothat runtimeandusing

asimpleexternalconfigurationfile.
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4 The Hub

Thehubis thecentrepieceof theJxNAP system,providing servicessuchas:

� NodeandGUI communicationsmanagement

� Systemstatetracking

� Moduleeventlogging

� Activemoduledeployment

� Logicalnetwork tracking

Figure15showsanoverview of thehubsarchitectureandmostmajorcomponentinteraction.

Module DemuxMessage Processor

OSMQ Broker Node Connection

Module Message
Processor

Hub

Module

Module
Registry

Module Management
Interface

Hub

Module

Management Server

Hub Management
Interfaces

Figure15: HubArchitectureOverview

4.1 NodeCommunications

Thehubprovidesthemostof theplatformfor thehub,nodecommunicationssystem.Theeachhubruns

anOSMQmessagebroker, which in turn providesthedynamichubdiscovery servicesusingmulticast

broadcastingto the nodes. By using multicast ratherthanstandardbroadcastthe dynamicdiscovery

systemcanoperateacrosssubnetboundariesandover routednetworks.Althoughuntesteddueto a lack

of documentationfor OSMQit is possibleto havemultipul messagebrokersrunningonasinglenetwork

segment. If broker slaving wasfully researchedanddocumentedit shouldbe possibleto usemultipul

hubsfor loadbalancinga largenumberof monitoringnodesacrossseveralhubs.

Thecommunicationprotocolbetweenthehubandthenodeis documentedin Section3.2.
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4.2 PersistantStorage

In order for the datarecordedby the systemto be availableafter restartingthe hub, it requiressome

form of persistantstorage. MySQL was chosento provide the persistantstorageengine for the

hub, the MySQL AB provide a standaloneserver that can be embeddedinto Java applicationscall

Connector/MXj. Connector/MXjintegratesa platform specificMySQL server, which is available for

mostplatforms,with a JMX managementinterfacefor controllingtheserver. By configuringtheserver

to usenonstandardsettingsit is possibleto have adedicatedMySQL server runningfor JxNAP thatwill

happilyco-exist with a alreadyexisting MySQL server. Along sidetheMySQL server, Connector/jwas

chosento provide theJDBCdriversto accesstheMySQL databasefrom within theapplication.

In order to improve the efficiency of the storagesystemin future versionsof the hub, useof JDBC

connectionpooling shouldbe considered,as currently all of the componentswithin the hub sharea

singleconnectionto the database.This meansthat only onecomponentcanaccessthe storageat any

onepoint in time,which will negatively impacttheperformanceof thesystemwhenit becomesheavily

loaded.

4.3 GUI Communications

Thehubis responsablefor providing themainserverarchitecture for thehubGUI communicationsAPI.

The server componentsareprovided by the Java 1.5/5.0JMX extentions. Accessto the management

interfacesis providedby theJavaRMI subsystemandthestandardJMX RMI server.

Thehubhasa numberof coremanagementinterfacespublishedfor basicsystemmanagement,whose

functionalityis describedin theGUI section,including:

� NodeInterface

� Network Interface

� Network View Interface

� ModuleInterface
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5 The GUI

TheGUI managementconsoleprovidesalmostall of theuserinterfaceto theJxNAP system.It provides

bothsystemmanagementandmonitoringinterfacesfrom thehubwhichareaccessedvia JMX. TheGUI

is built on top of the MC4j platform which itself is build on the Netbeansplatform. MC4j providesa

verystablemethodfor accessingall of thehubspublishedmanagementinterfacesthroughJavaRMI.

The term usedwithin MC4j for a GUI componentthat interfaceswith a JMX managementinterface

is a Dashboard. There are a number of standarddashboardsthat are included with the code of

JxNAP theseprovide functionssuchaslogical network management,logical network statusandnode

configuration.Not everypublishedhubmanagementinterfacehasasingleDashboardassociatedwith it,

somedashboardsaccessmorethanonemanagementinterface.Eachdashboardmaintainsanup to date

view of themanagementinterfacesthat it usesby usinga timer to periodicallyupdatethe information

from the hub, this allow semirealtimeoperationof the system,with propagation timesat worst up to

around2 minutesandatbestasecond.

5.1 Network ManagementDashboard

Theroll of thenetwork managementdashboardis to allow controlover thehubsinternalviewsof logical

networks. The network managementdashboardis capableof addingand removing all known nodes

from alogicalnetwork regardlessof thestateof thenode9. A nodeis not limited to beingpartof asingle

logical network, this is usefulwhenfor examplethereis morethanonenetwork administratorusingthe

system,eachof whom requirea differentview of the networks securityevents,but may requiretheir

views to acquiredatafrom acommonsubsetof nodes.

5.2 Module ManagementDashboard

Interfacingwith the modulemanagementinterfacein the hub, the modulemanagementdashboardis

responsiblefor installingmodulesonto thehub for distribution to therestof thenetwork. Themodule

manageris alsoableto removemodulesfrom thesystembut in thecurrentprototypesystemthisrequires

all of the nodesto restarted.With a very small amountof work it shouldbe possibleto addanother

commandto the hub nodecommunicationapi that causesa moduleto be unloadedfrom the node,in

orderfor the nodeto unloadthe modulethe modulemanageronly hasto remove all referencesto the

moduleandthenit will beautomaticallyberemovedfrom theJVM during thenext garbagecollection

(GC) cycle. UnfortunatelybetweenunloadingthemoduleantheGC event it will not beableto reload

thesamemoduleasall of its classeswill still beloadedinto theJVM.

Themodulemanagementdashboardloadstheentiremoduledistribution into a specialdatastructureto

betransmittedover thenetwork asandargumentto anRPCcall to theinstall functionon thenetwork.

9This functionrequiresthatthenodemusthave connectedto thehubat leastoncebefore thenetwork manager is ableto
addthenodeto a logicalnetwork.
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Figure16: Screenshotshowing network managementdashboard

5.3 Network View Dashboard

Interfacingwith the network andnodemanagementinterfacesthe network view dashboardprovidesa

overview of the stateof a logical network on, andallows accessto the configurationof the individual

nodes.In futureversionsof JxNAP thenetwork view will alsodisplayinformationfrom pluginsthathas

beencollatedandanalysedin thecontext of thelogicalnetwork.

Whenconfiguringthea nodethedashboardfirst retrievestheconfigurationfrom thehubusingthenode

managementinterface,andthen loadsthe configurationinto the configurationcomponent.Whenthe

userchoosesto save theconfigurationthehubfirst updatesits copy of thenodesconfigurationandthen

sendsthenodetheCONFIG UPDATE commandto loadthenew configurationandrestartany required

componentsof thenode.

5.4 Traffic AnalysisModule Dashboard

Thetraffic analysismodulesdashboardis a littl e morecomplex thantheotherdashboarddueto its use

of graphs,whicharemanagedanddrawn by thejFreeChartAPI.

5.5 MSN MessengerModule Dashboard

The MSN Messengerdashboardsimply lists all messages,that have beenflaggedup due to them

containingdefinedkeywords.
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Figure17: Screenshotshowing modulemanagementdashboard

6 Conclusion

6.1 AchievedObjectives

Most of theobjectivesthatwheresetoutat thestartof thisprojectwherereachedbarthree.

CompletedObjectives:

� Provideastablecommunicationchannelbetweenthenodesandhubs

� ProvideastablecommunicationchannelbetweentheGUI’s andhubs

� Selfmaintainingpacket capturenodes

� Hubbasedsystemto simplify systemarchitecture

� Provide informationaboutahostto all analysismodules(e.g.OperatingSystem)

� Provideastablecommunicationchannelbetweenthenodesandhubs

� Modularprotocolanalysisengine

� Automaticprotocolfingerprinting

� Automaticdeploymentof protocolanalysisengines

� Centralisedloggingof events
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Figure18: Screenshotshowing network view dashboard

� Definenetworksby groupingnodesfrom into asinglenetwork

� Manageahubandtheinstalledmoduleson thathub

� View the statusof non event basedmodules(e.g. a moduleto passively monitor the usageof a

website)

� ProvideastablecommunicationchannelbetweentheGUI’s andhubs

FailedObjectives:

� Provideaview of thenetwork to all analysismodules

� Provide informationaboutahostto all analysismodules(e.g.OperatingSystem)

� View eventsfrom anetwork or from aspecificnode

Duringarefactoringof thetopologicalnetwork view code,it wasdecidedthatin orderto make the view

work on largescalenetworksadrasticallynew algorithmfor building the view wouldberequiredfor the

nodeto beableto keepupwith therateatwhichnew hostscouldpossiblybediscoveredonthenetwork.

It wasat this point that analysismoduleswould no longerhave accessto the network view. Another

reasonfor not notgiving themodulesaccessto thedatais thattheOSFingerprintingsystemis not very

accurate.Thesefeatureswould be requiredto make the platform usablein mostnetwork monitoring

applications.
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Figure19: Screenshotshowing traffic analysisplugin output

In theprototypeeachmoduleinstalledon a network currentlypublishesa singlemanagementinterface

that is responsablefor providing accessto the entire module. If the appropriatedashboardsand

managementinterfaceswheredesignedmoduleswouldbeableto presentdatafrom theentiresystem,a

particularlogicalnetwork, or aspecificnode.

6.2 Difficulties Encountered

Therewerea few difficultiesencounteredduringthedevelopmentof JxNAP. Thelargestsingleproblem

was tying to designan asynchronouscommunicationsystemfor the hub to GUI communicationsto

use,however theoriginal designfor theprotocolwaseventuallyscrappedandreplacedwith a simpler

synchronousprotocol. Anothermajordifficulty waswriting a fully functionalTCPstreamreassembly

engine,afterhaving written two almostworking assemblersandnot beingableto fully trackdown the

lastfew bugsit wasdecidedthatanexternalexistingassemblershouldbeusedto save time.

Althoughnot directly encounteredduringtesting,the lack of OSfingerprintingdataanda customTCP

streamreassemblermeansthattherearesomequitemajorsecurityissueswith thecurrentprototype.As

differentoperatingsystemsdefragmentIP packetsandreassembleTCP streamsin differentmethods,

differentoperatingsystemswill seedifferentresultsfrom IDS evasiontechniques.It is for this reason

thattheIP defragmentorandTCPstreamassemblerrequireinformationabouttheoperatingsystemof the

remotehostsin orderto assemblethepackets/streamsbeingcapturein thesamewaythatthedestination

operatingsystemwill do it.

In hind sight choosingOSMQ asthe bassesfor the nodehub communicationsystemwasa decision.
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During later stagesof developmentthe lack of documentationfor variouspartsof the systemcaused

someproblemsandhardto find bugs. If anotherreleaseof JxNAP wasscheduledfor a futuredate,one

of theobjectivesto reachbeforereleasingthenew versionshouldbereplacingOSMQwith a message

brokeringsystemthathasbetterdocumentation.
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A Appendix: Ethernet Frame Header
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Source Address
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Figure20: EthernetFrameHeader

Figure20 shows a simplified Ethernetframeheaderasusedin the JPcap[11]library. Figure20 is a

simplifiedversionof thediagramonpage38of theIEEE802.3-2002[1]publishedstandard.
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B Appendix: IP Packet Header
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Figure21: IP PacketHeader
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C Appendix: TCP Packet Header
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Figure22: TCPPacketHeader
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D Appendix: UDP Packet Header
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Figure23: UDPPacketHeader

42



JxNAP

E Appendix: Notesfr om SourceFireSeminar

E.1 Curr ent Implementation Failings

It is very important that the analysismodulesreceive the data in a view that would be seenby the

applicationsrunningon topof thenetwork stackof ahost.

Thefollowing thingswould beento beenhanced/providedto make jxnapsuitablefor largescalei[dp]s

distribution.

� Analysismodulesallowedto seeraw fragmenteddata.

� De-fragmentationengine switching to target basedde-fragmentationdue to different stacks

implementingthis in differentways,suchas segment overlays.

� TCPstreamreassemblyengineneedsto betargetbasedto allow analysisengineto seehostview

of thepacket.

� P0Fdatabaseis notstableandof highenoughquality for productionsystems,idealsolutionwould

be to write a heuristicOs detectionenginethat could also fingerprint UDP packets as that in

sourcefire’s RNA sensorcan.

� Processingoffloadto othernodesvia a loadbalancingsystem.

� Clusteringof hubsto allow furtherscalingof system.

� Gigabitdataaquasitionis highly processorintensivesothenodeneedsto beableto takeadvantage

of theextraCPUpowerof thehostsystem.

E.2 Featuresrequestedby prospectivecustomers

� SSL connection,tunnelleddataanalysis,this is not possibleit is down to the securitysystem

designerto install pointsin thenetwork whereSSLdatacanbeseenin cleartext, for examplea

httpsproxyserver.

� Streamrecall,whenanevent is detectedit would bebestif thesystemcouldrecallall of thedata

from the TCP streamprior to the event. The main problemwith this is that for exampleon a

heavily loadednetwork gigabit thiscouldseethenodewriting 700-800Mbits/sto disk for recallat

a laterpoint in time,or for deletionatanotherpoint in time.

� The dataaquasitionsubsystemof the nodeshouldbe modularso that for examplethe scanner

couldrun in inline modeor usespecialisedpiecesof network hardwarefor packet capture.

� Beingableto mapthenetwork passively is avery importantfeature.
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G Appendix: On The CD

TheCD attachedinsidetherearcoverof thisdocumentcontainsthefollowing:

� Documents

– 802.3-2002.pdf- TheIEEE802.3specification

– ethernet-number.txt - EthernetTypes

– rfc791.pdf- RFC791- InternetProtocol

– rfc903.pdf- RFC903- ReverseAddressResolutionProtocol

– rfc1042.pdf- RFC1042- Transmitionof IP Datagramsover IEEE802Networks

– rfc768.pdf- RFC768- UserDatagramProtocol

– rfc793.pdf- RFC793- TransmitionControlProtocol

– rfc1700.pdfRFC1700- AssignedNumbers

� Research- Variousdocumentsandsources

� Source

– gui-bits- GUI designutility classes

– jxnap-common- Commoncomponentsourcecode

– jxnap-node- NodeSourceCode

– jxnap-hub- HubSourceCode

– jxnap-gui- Gui SourceCode

– jxnap-traffic-volume-plugin- Traffic AnalysisPlugin

– jxnap-msn-plugin- MSN MessengerPlugin

– jpcap- ExtendedLibcapJNI interfacewith Libnids

– other- Otherlibrary’s needto runJxNAP

� Distribution

– gui-bits.jar- GUI Utility Classes

– jxnap-common.jar- CommonComponentClasses

– jxnap-node.jar- NodeClasses

– jxnap-hub.jar - HubClasses

– jxnap-gui.jar- Gui Classes

– lib - Build of jpcapfor linux

� Demos
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– node-first.swf- First timenodestartup

– gui-features.swf- Walk thoughgui

– msn-demo.swf- Demonstrationof theMSN Messengerplugin

– traffic-demo.swf- Demonstrationof traffic analysisplugin

G.1 Building fr om source

Eachof the individual componentsis storedon the CD in a Netbeans4 project. In order to compile

thecomponents,openall of theprojectsin netbeansandresolve any brokendependencies.Now either

Netbeansor antcanbeusedcompilethesourcecode.For convenienceI have includedacompiledcopy

of thesystemon thecdaswell.

In orderto compiletheGui codeacopy of MC4j mustbeinstalled,which is includedon theCD.
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H Appendix: GNU FreeDocumentationLicense

Version1.2,November2002

Copyright c
2000,2001,2002FreeSoftwareFoundation,Inc.

59TemplePlace,Suite330,Boston,MA 02111-1307USA

Everyoneis permittedto copy anddistributeverbatimcopiesof this licensedocument,but changingit

is notallowed.

Preamble

The purposeof this Licenseis to make amanual,textbook, or other functionalandusefuldocument

”free” in thesenseof freedom:to assureeveryonetheeffective freedomto copy andredistributeit, with

or without modifying it, eithercommerciallyor noncommercially. Secondarily, this Licensepreserves

for theauthorandpublishera way to getcredit for their work, while not beingconsideredresponsible

for modificationsmadeby others.

ThisLicenseis akind of ”copyleft”, whichmeansthatderivativeworksof thedocumentmustthemselves

befreein thesamesense.It complementstheGNU GeneralPublicLicense,which is a copyleft license

designedfor freesoftware.

We have designedthis Licensein orderto useit for manualsfor free software,becausefree software

needsfreedocumentation:a freeprogramshouldcomewith manualsproviding thesamefreedomsthat

the softwaredoes. But this Licenseis not limited to softwaremanuals;it canbe usedfor any textual

work, regardlessof subjectmatteror whetherit is publishedasa printedbook. We recommendthis

Licenseprincipally for workswhosepurposeis instructionor reference.

1. APPLICABILITY AND DEFINITIONS

This Licenseappliesto any manualor other work, in any medium,that containsa notice placedby

the copyright holdersayingit canbe distributedunderthe termsof this License.Sucha notice grants

a world-wide, royalty-freelicense,unlimited in duration,to usethat work underthe conditionsstated

herein. The ”Document” , below, refersto any suchmanualor work. Any memberof the public is a

licensee,andis addressedas”y ou” . Youacceptthelicenseif youcopy, modify or distribute thework in

away requiringpermissionundercopyright law.

A ”Modified Version” of the Documentmeansany work containingthe Documentor a portion of it,

eithercopiedverbatim,or with modificationsand/ortranslatedinto anotherlanguage.

A ”Secondary Section” is a namedappendixor a front-mattersectionof the Documentthat deals

exclusively with therelationshipof thepublishersor authorsof theDocumentto theDocument’soverall

subject(or to relatedmatters)andcontainsnothingthat could fall directly within that overall subject.

(Thus,if theDocumentis in parta textbookof mathematics,a SecondarySectionmaynot explain any
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mathematics.)Therelationshipcouldbeamatterof historicalconnectionwith thesubjector with related

matters,or of legal, commercial,philosophical,ethicalor political positionregardingthem.

The”In variant Sections”arecertainSecondarySectionswhosetitles aredesignated,asbeingthoseof

InvariantSections,in the noticethatsaysthat theDocumentis releasedunderthis License.If a section

doesnot fit theabove definitionof Secondarythenit is not allowed to bedesignatedas Invariant. The

DocumentmaycontainzeroInvariantSections.If theDocumentdoesnot identify any InvariantSections

thentherearenone.

The”Cover Texts” arecertainshortpassagesof text thatarelisted,asFront-CoverTextsor Back-Cover

Texts, in the noticethatsaysthattheDocumentis releasedunderthis License.A Front-Cover Text may

beatmost5 words,andaBack-CoverText maybeatmost25words.

A ”T ransparent” copy of theDocumentmeansamachine-readablecopy, representedin aformatwhose

specificationis availableto thegeneralpublic,thatis suitablefor revisingthedocumentstraightforwardly

with generictext editorsor (for imagescomposedof pixels) genericpaint programs or(for drawings)

somewidely availabledrawing editor, andthat is suitablefor input to text formattersor for automatic

translationto a variety of formatssuitablefor input to text formatters. A copy madein an otherwise

Transparentfile formatwhosemarkup,or absenceof markup,hasbeenarrangedto thwartor discourage

subsequentmodificationby readersis not Transparent.An imageformat is not Transparentif usedfor

any substantialamountof text. A copy thatis not ”Transparent”is called”Opaque” .

Examplesof suitableformatsfor TransparentcopiesincludeplainASCII withoutmarkup,Texinfo input

format,LaTeX input format,SGML or XML usinga publicly availableDTD, andstandard-conforming

simpleHTML, PostScriptor PDF designedfor humanmodification. Examplesof transparentimage

formatsincludePNG,XCF andJPG.Opaqueformatsincludeproprietaryformatsthatcanbereadand

editedonly by proprietaryword processors,SGML or XML for which theDTD and/or processingtools

arenot generallyavailable,andthe machine-generated HTML, PostScriptor PDF producedby some

wordprocessorsfor outputpurposesonly.

The”T itle Page” means,for aprintedbook, thetitle pageitself, plussuchfollowing pagesasareneeded

to hold, legibly, thematerialthisLicenserequiresto appearin thetitle page.For worksin formatswhich

do not have any title pageassuch,”Title Page”meansthe text nearthemostprominentappearanceof

thework’s title, precedingthebeginningof thebodyof thetext.

A section”Entitled XYZ” meansanamedsubunit of theDocumentwhosetitle eitheris preciselyXYZ

or containsXYZ in parenthesesfollowing text that translatesXYZ in another language.(HereXYZ

standsfor a specificsectionnamementionedbelow, suchas ”Ackno wledgements”, ”Dedications” ,

”Endorsements”, or ”History” .) To ”Pr eserve the Title” of sucha sectionwhen you modify the

Documentmeansthatit remainsasection”Entitled XYZ” accordingto thisdefinition.

TheDocumentmayincludeWarrantyDisclaimersnext to the noticewhichstatesthatthisLicenseapplies

to theDocument.TheseWarrantyDisclaimersareconsideredto beincludedby referencein thisLicense,

but only asregardsdisclaimingwarranties:any otherimplication that theseWarrantyDisclaimersmay

have is void andhasnoeffecton themeaningof thisLicense.
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2. VERBATIM COPYING

You may copy anddistribute theDocumentin any medium,eithercommerciallyor noncommercially,

providedthatthisLicense,thecopyright notices,andthelicensenoticesayingthisLicenseappliesto the

Documentarereproducedin all copies,andthatyouaddnootherconditionswhatsoever to thoseof this

License.Youmaynotusetechnicalmeasuresto obstructor controlthereadingor furthercopying of the

copiesyou make or distribute. However, you mayacceptcompensationin exchangefor copies.If you

distributea largeenoughnumberof copiesyoumustalsofollow theconditionsin section3.

Youmayalsolendcopies,underthesameconditionsstatedabove,andyoumaypublicly displaycopies.

3. COPYING IN QUANTITY

If you publishprintedcopies(or copiesin mediathatcommonlyhave printedcovers)of theDocument,

numberingmorethan100,andthe Document’s licensenoticerequiresCover Texts, you mustenclose

thecopiesin coversthatcarry, clearlyandlegibly, all theseCover Texts: Front-Cover Texts on thefront

cover, andBack-CoverTextsontheback cover. Bothcoversmustalsoclearlyandlegibly identify youas

thepublisherof thesecopies.Thefront covermustpresentthefull title with all wordsof thetitle equally

prominentandvisible. You may addothermaterialon the covers in addition. Copying with changes

limited to thecovers,aslongasthey preserve thetitle of theDocumentandsatisfytheseconditions,can

betreatedasverbatimcopying in otherrespects.

If therequiredtexts for eithercoveraretoo voluminousto fit legibly, you shouldput thefirst oneslisted

(asmany asfit reasonably)on theactualcover, andcontinuetherestontoadjacentpages.

If you publishor distributeOpaquecopiesof theDocumentnumberingmorethan100,you musteither

includea machine-readableTransparentcopy alongwith eachOpaquecopy, or statein or with each

Opaquecopy a computer-network locationfrom which thegeneralnetwork-usingpublic hasaccessto

downloadusingpublic-standardnetwork protocolsa completeTransparentcopy of theDocument,free

of addedmaterial.If you usethelatteroption,you musttake reasonablyprudentsteps,whenyou begin

distributionof Opaquecopiesin quantity, to ensurethatthisTransparentcopy will remainthusaccessible

at thestatedlocationuntil at leastoneyearafterthelasttimeyoudistributeanOpaquecopy (directlyor

throughyouragentsor retailers)of thateditionto thepublic.

It is requested,but not required,thatyou contacttheauthorsof theDocumentwell beforeredistributing

any large numberof copies,to give them a chanceto provide you with an updatedversionof the

Document.

4. MODIFICA TIONS

Youmaycopy anddistributeaModifiedVersionof theDocumentundertheconditionsof sections2 and

3 above,providedthatyou releasetheModifiedVersionunderpreciselythis License,with theModified

Versionfilling the role of the Document,thus licensingdistribution andmodificationof the Modified

Versionto whoeverpossessesacopy of it. In addition,youmustdothesethingsin theModifiedVersion:

50



JxNAP

A. Usein the Title Page(andon the covers, if any) a title distinct from that of the Document,and

from thoseof previousversions(which should,if therewereany, be listed in theHistory section

of theDocument).Youmayusethesametitle asapreviousversionif theoriginalpublisherof that

versiongivespermission.

B. List on theTitle Page,asauthors,oneor morepersonsor entitiesresponsiblefor authorshipof the

modificationsin the Modified Version,togetherwith at leastfive of the principal authorsof the

Document(all of its principalauthors,if it hasfewer thanfive), unlessthey releaseyou from this

requirement.

C. Stateon theTitle pagethenameof thepublisherof theModifiedVersion,asthepublisher.

D. Preserveall thecopyright noticesof theDocument.

E. Add anappropriatecopyright noticefor yourmodificationsadjacentto theothercopyright notices.

F. Include,immediatelyafter thecopyright notices,a licensenoticegiving thepublic permissionto

usethe Modified Versionunderthe termsof this License,in the form shown in the Addendum

below.

G. Preserve in thatlicensenotice thefull listsof InvariantSectionsandrequiredCoverTextsgivenin

theDocument’s licensenotice.

H. Includeanunalteredcopy of thisLicense.

I. Preserve thesectionEntitled”History”, Preserve its Title, and addto it anitem statingat leastthe

title, year, new authors,andpublisherof theModified Versionasgivenon theTitle Page.If there

is no sectionEntitled ”History” in the Document,createonestatingthe title, year, authors,and

publisherof the Documentasgiven on its Title Page,thenaddan item describingthe Modified

Versionasstatedin theprevioussentence.

J. Preserve the network location,if any, given in the Documentfor public accessto a Transparent

copy of the Document,and likewise the network locationsgiven in the Document for previous

versionsit wasbasedon. Thesemaybeplacedin the”History” section.You mayomit a network

location for a work that waspublishedat leastfour yearsbeforethe Documentitself, or if the

originalpublisherof theversionit refersto givespermission.

K. For any sectionEntitled”Acknowledgements”or ”Dedications”,Preserve theTitle of thesection,

andpreservein thesectionall thesubstanceandtoneof eachof thecontributoracknowledgements

and/ordedicationsgiventherein.

L. Preserve all the Invariant Sectionsof the Document,unalteredin their text and in their titles.

Sectionnumbersor theequivalentarenot consideredpartof thesectiontitles.

M. Deleteany sectionEntitled”Endorsements”.Sucha sectionmaynot beincludedin theModified

Version.
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N. Do not retitle any existing sectionto be Entitled ”Endorsements”or to conflict in title with any

InvariantSection.

O. Preserveany WarrantyDisclaimers.

If the Modified Version includesnew front-mattersectionsor appendicesthat qualify as Secondary

Sectionsandcontainno materialcopiedfrom the Document,you may at your option designatesome

or all of thesesectionsas invariant. To do this, addtheir titles to the list of InvariantSectionsin the

ModifiedVersion’s licensenotice.Thesetitlesmustbedistinctfrom any othersectiontitles.

You mayadda sectionEntitled”Endorsements”,providedit containsnothingbut endorsementsof your

Modified Versionby variousparties–forexample,statementsof peerreview or that the text hasbeen

approvedby anorganizationastheauthoritativedefinitionof astandard.

You mayadda passageof up to five wordsasa Front-Cover Text, and a passageof up to 25 wordsas

a Back-Cover Text, to theendof the list of Cover Texts in theModified Version. Only onepassageof

Front-CoverText and oneof Back-CoverText maybeaddedby (or througharrangementsmadeby) any

oneentity. If theDocumentalreadyincludesacover text for thesamecover, previouslyaddedby youor

by arrangementmadeby thesameentity you areactingon behalfof, you maynot addanother;but you

mayreplacetheold one,onexplicit permissionfrom thepreviouspublisherthataddedtheold one.

Theauthor(s)andpublisher(s)of theDocumentdonotby thisLicensegivepermissionto usetheirnames

for publicity for or to assertor imply endorsementof any ModifiedVersion.

5. COMBINING DOCUMENTS

You may combinethe Documentwith otherdocumentsreleasedunderthis License,underthe terms

definedin section4 above for modifiedversions,providedthatyou includein thecombinationall of the

InvariantSectionsof all of theoriginaldocuments,unmodified,andlist themall as InvariantSectionsof

yourcombinedwork in its licensenotice,andthatyoupreserveall theirWarrantyDisclaimers.

Thecombinedwork needonly containone copy of thisLicense,andmultiple identicalInvariantSections

may be replacedwith a singlecopy. If therearemultiple InvariantSectionswith the samenamebut

differentcontents, make thetitle of eachsuchsectionuniqueby addingat theendof it, in parentheses,

thenameof theoriginalauthoror publisherof thatsectionif known, or elseauniquenumber. Make the

sameadjustmentto thesectiontitles in thelist of InvariantSectionsin thelicensenoticeof thecombined

work.

In thecombination,youmustcombineany sectionsEntitled”History” in thevariousoriginaldocuments,

forming onesectionEntitled ”History”; likewisecombineany sectionsEntitled ”Acknowledgements”,

andany sectionsEntitled”Dedications”.Youmustdeleteall sectionsEntitled”Endorsements”.

6. COLLECTIONS OF DOCUMENTS

Youmay make acollectionconsistingof theDocumentandotherdocumentsreleasedunderthisLicense,

andreplacethe individual copiesof this Licensein the variousdocumentswith a singlecopy that is

52



JxNAP

includedin the collection,provided that you follow the rulesof this Licensefor verbatimcopying of

eachof thedocumentsin all otherrespects.

You may extract a single documentfrom sucha collection, and distribute it individually under this

License,providedyou insertacopy of thisLicenseinto theextracteddocument,andfollow thisLicense

in all otherrespectsregardingverbatimcopying of thatdocument.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Documentor its derivatives with other separateand independentdocumentsor

works, in or on a volumeof a storageor distribution medium,is calledan”aggregate” if thecopyright

resultingfrom thecompilationis notusedto limit thelegal rightsof thecompilation’susersbeyondwhat

the individual works permit. When the Documentis includedin an aggregate, this Licensedoesnot

applyto theotherworksin theaggregatewhicharenot themselvesderivativeworksof theDocument.

If the Cover Text requirementof section3 is applicableto thesecopiesof the Document,then if the

Documentis lessthan one half of the entire aggregate, the Document’s Cover Texts may be placed

on coversthatbracket theDocumentwithin theaggregate,or theelectronicequivalentof coversif the

Documentis in electronicform. Otherwisethey mustappearon printedcoversthat bracket the whole

aggregate.

8. TRANSLATION

Translationis considereda kind of modification,so you may distribute translationsof the Document

underthetermsof section4. ReplacingInvariantSectionswith translationsrequiresspecialpermission

from their copyright holders,but you may include translationsof someor all Invariant Sectionsin

addition to the original versionsof theseInvariant Sections. You may include a translationof this

License,andall the licensenoticesin theDocument,andany WarrantyDisclaimers,providedthatyou

alsoincludetheoriginal Englishversionof this Licenseandthe original versionsof thosenoticesand

disclaimers.In caseof adisagreementbetweenthetranslationandtheoriginalversionof thisLicenseor

anoticeor disclaimer, theoriginal versionwill prevail.

If a section in the Document is Entitled ”Acknowledgements”,”Dedications”, or ”History”, the

requirement(section4) to Preserve its Title (section1) will typically requirechangingtheactualtitle.

9. TERMIN ATION

Youmaynotcopy, modify, sublicense,or distribute theDocumentexceptasexpresslyprovidedfor under

this License.Any otherattemptto copy, modify, sublicenseor distribute theDocumentis void, andwill

automaticallyterminateyour rightsunderthis License.However, partieswho have receivedcopies,or

rights,from youunderthisLicensewill nothavetheir licensesterminatedso longassuchpartiesremain

in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

53



DistributedNetwork Analysis

The FreeSoftware Foundationmay publish new, revised versionsof the GNU FreeDocumentation

Licensefrom time to time. Suchnew versionswill be similar in spirit to the presentversion,but may

differ in detailto addressnew problemsor concerns.Seehttp://www.gnu.org/copyleft/.

Eachversionof theLicenseis givena distinguishingversionnumber. If theDocumentspecifiesthata

particularnumberedversionof this License”or any laterversion”appliesto it, you have theoptionof

following the termsandconditionseitherof thatspecifiedversionor of any laterversionthathasbeen

published(not asa draft) by theFreeSoftwareFoundation.If theDocumentdoesnot specifya version

numberof thisLicense,youmaychooseany versioneverpublished(notasadraft)by theFreeSoftware

Foundation.

ADDENDUM: How to usethis Licensefor your documents

To usethis Licensein a document youhave written, includea copy of theLicensein thedocumentand

put thefollowing copyright andlicensenoticesjustafterthetitle page:

Copyright c
DATE YOUR NAME Permissionis grantedto copy, distributeand/ormodify

this documentunderthe termsof the GNU FreeDocumentationLicense,Version1.2 or

any later versionpublishedby the FreeSoftwareFoundation;with no InvariantSections,

no Front-Cover Texts, andno Back-Cover Texts. A copy of the licenseis includedin the

sectionentitled”GNU FreeDocumentationLicense”.

If youhave InvariantSections,Front-CoverTexts andBack-CoverTexts, replacethe”with...Texts.” line

with this:

with the InvariantSectionsbeingLIST THEIR TITLES, with theFront-Cover Texts being

LIST, andwith theBack-CoverTexts beingLIST.

If youhave InvariantSectionswithoutCoverTexts,or someothercombinationof thethree,mergethose

two alternativesto suit thesituation.

If your documentcontainsnontrivial examplesof program code, we recommendreleasingthese

examplesin parallelunderyourchoiceof freesoftwarelicense,suchastheGNU GeneralPublicLicense,

to permittheir usein freesoftware.
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I Appendix: The GNU GeneralPublic License

Version2, June1991

Copyright c
 1989,1991FreeSoftwareFoundation,Inc.

59TemplePlace- Suite330,Boston,MA 02111-1307,USA

Everyoneis permittedto copy anddistributeverbatimcopiesof this licensedocument,but changingit

is notallowed.

Preamble

The licensesfor most software aredesignedto take away your freedomto shareand changeit. By

contrast,the GNU GeneralPublic Licenseis intendedto guaranteeyour freedomto shareandchange

free software—tomake surethe softwareis free for all its users.This GeneralPublic Licenseapplies

to mostof theFreeSoftwareFoundation’s softwareandto any otherprogramwhoseauthorscommit to

usingit. (SomeotherFreeSoftwareFoundationsoftwareis coveredby theGNU Library GeneralPublic

Licenseinstead.)Youcanapplyit to yourprograms,too.

Whenwe speakof freesoftware,we arereferringto freedom,not price. Our GeneralPublicLicenses

aredesignedto makesurethatyouhavethefreedomto distributecopiesof freesoftware(andchargefor

this serviceif you wish), thatyou receive sourcecodeor canget it if you want it, thatyou canchange

thesoftwareor usepiecesof it in new freeprograms;andthatyou know youcando thesethings.

To protectyour rights,weneedto makerestrictionsthatforbid anyoneto deny you theserightsor to ask

youto surrendertherights.Theserestrictionstranslateto certainresponsibilitiesfor youif youdistribute

copiesof thesoftware,or if youmodify it.

For example,if you distributecopiesof sucha program,whethergratisor for a fee,you mustgive the

recipientsall therights thatyou have. You mustmake surethat they, too, receive or canget thesource

code.And youmustshow themthesetermssothey know their rights.

We protectyour rightswith two steps:(1) copyright thesoftware,and(2) offer you this licensewhich

givesyou legal permissionto copy, distributeand/ormodify thesoftware.

Also, for eachauthor’sprotectionandours,wewantto makecertainthateveryoneunderstandsthatthere

is nowarrantyfor this freesoftware.If thesoftwareis modifiedby someoneelseandpassedon,wewant

its recipientsto know thatwhatthey have is not theoriginal, sothatany problemsintroducedby others

will not reflecton theoriginalauthors’reputations.

Finally, any freeprogramis threatenedconstantlyby softwarepatents.Wewish to avoid thedangerthat

redistributorsof a free programwill indi vidually obtainpatentlicenses,in effect makingthe program

proprietary. To prevent this, we have madeit clearthatany patentmustbe licensedfor everyone’s free

useor not licensedatall.

Theprecisetermsandconditionsfor copying, distributionandmodificationfollow.
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. ThisLicenseappliesto any programor otherwork whichcontainsanoticeplacedby thecopyright

holdersayingit maybedistributedunderthetermsof thisGeneralPublicLicense.The“Program”,

below, refersto any suchprogramor work, anda “work basedon theProgram”meanseitherthe

Programor any derivativework undercopyright law: thatis to say, awork containingtheProgram

or a portion of it, eitherverbatimor with modificationsand/ortranslatedinto anotherlanguage.

(Hereinafter, translationis includedwithout limitation in theterm“modification”.) Eachlicensee

is addressedas“you”.

Activities otherthancopying, distribution andmodificationarenot coveredby this License;they

areoutsideits scope.The act of runningthe Programis not restricted,andthe output from the

Programis coveredonly if its contentsconstitutea work basedon the Program(independentof

having beenmadeby runningthe Program).Whetherthat is true dependson what the Program

does.

1. Youmaycopy anddistributeverbatimcopiesof theProgram’ssourcecodeasyoureceiveit, in any

medium,providedthatyou conspicuouslyandappropriatelypublishon eachcopy anappropriate

copyright noticeanddisclaimerof warranty;keepintact all thenoticesthat refer to this License

andto the absenceof any warranty;andgive any otherrecipientsof the Programa copy of this

Licensealongwith theProgram.

Youmaychargea feefor thephysicalactof transferringacopy, andyoumayat youroptionoffer

warrantyprotectionin exchangefor a fee.

2. You may modify your copy or copiesof the Programor any portion of it, thusforming a work

basedon the Program,and copy and distribute suchmodificationsor work underthe termsof

Section1 above,providedthatyoualsomeetall of theseconditions:

(a) You mustcausethe modifiedfiles to carry prominentnoticesstatingthat you changedthe

filesandthedateof any change.

(b) You mustcauseany work thatyou distributeor publish,that in wholeor in partcontainsor

is derivedfrom theProgramor any partthereof,to belicensedasa wholeat no chargeto all

third partiesunderthetermsof thisLicense.

(c) If themodifiedprogramnormallyreadscommandsinteractively whenrun,youmustcauseit,

whenstartedrunningfor suchinteractiveusein themostordinaryway, to print or displayan

announcementincludinganappropriatecopyrightnoticeandanoticethatthereisnowarranty

(or else,sayingthat you provide a warranty)and that usersmay redistribute theprogram

undertheseconditions,andtelling theuserhow to view a copy of this License.(Exception:

if theProgramitself is interactive but doesnot normallyprint suchanannouncement,your

work basedon theProgramis not requiredto print anannouncement.)
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Theserequirementsapplyto themodifiedwork asawhole. If identifiablesectionsof thatwork are

not derivedfrom theProgram,andcanbereasonably consideredindependentandseparateworks

in themselves,thenthis License,andits terms,do not applyto thosesectionswhenyou distribute

themasseparateworks. But whenyou distribute thesamesectionsaspart of a whole whichis

a work basedon theProgram,thedistribution of thewholemustbeon thetermsof this License,

whosepermissionsfor otherlicenseesextendto theentirewhole,andthusto eachandevery part

regardlessof whowroteit.

Thus,it is nottheintentof thissectionto claimrightsor contestyourrightsto work writtenentirely

by you;rather, theintentis to exercisetheright to controlthedistributionof derivativeor collective

worksbasedon theProgram.

In addition,mereaggregationof anotherwork notbasedontheProgramwith theProgram(or with

a work basedon theProgram)on a volumeof a storageor distribution mediumdoesnot bring the

otherwork underthescopeof thisLicense.

3. You maycopy anddistribute theProgram(or a work basedon it, underSection2) in objectcode

or executableform underthetermsof Sections1 and2 aboveprovidedthatyoualsodooneof the

following:

(a) Accompany it with thecompletecorrespondingmachine-readablesourcecode,which must

bedistributedunderthetermsof Sections1 and2 above on a mediumcustomarilyusedfor

softwareinterchange;or,

(b) Accompany it with a written offer, valid for at leastthreeyears,to give any third party, for

a charge no more thanyour costof physically performingsourcedistribution, a complete

machine-readablecopy of thecorrespondingsourcecode,to bedistributedunderthe terms

of Sections1 and2 aboveonamediumcustomarilyusedfor softwareinterchange;or,

(c) Accompany it with the informationyou receivedasto theoffer to distributecorresponding

sourcecode.(Thisalternative is allowedonly for noncommercialdistributionandonly if you

received the programin objectcodeor executableform with suchan offer, in accordwith

Subsectionb above.)

The sourcecodefor a work meansthe preferredform of the work for makingmodificationsto

it. For an executablework, completesourcecodemeansall the sourcecodefor all modulesit

contains,plusany associatedinterfacedefinitionfiles,plusthescriptsusedto controlcompilation

andinstallationof the executable.However, asa specialexception,the sourcecodedistributed

neednot includeanything that is normally distributed(in eithersourceor binary form) with the

majorcomponents(compiler, kernel,andsoon) of theoperatingsystemon which theexecutable

runs,unlessthatcomponentitself accompaniestheexecutable.

If distribution of executableor objectcodeis madeby offering accessto copy from a designated

place, then offering equivalent accessto copy the sourcecodefrom the sameplacecountsas

distribution of the sourcecode,even thoughthird partiesarenot compelledto copy the source

alongwith the objectcode.
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4. You may not copy, modify, sublicense,or distribute theProgramexcept as expresslyprovided

underthisLicense.Any attemptotherwiseto copy, modify, sublicenseor distribute theProgramis

void, andwill automaticallyterminateyour rightsunderthis License.However, partieswho have

receivedcopies,or rights, from you underthis Licensewill not have their licensesterminatedso

longassuchpartiesremainin full compliance.

5. You arenot requiredto acceptthis License,sinceyou have not signedit. However, nothingelse

grantsyou permissionto modify or distribute theProgramor its derivative works. Theseactions

areprohibitedby law if you donot acceptthis License.Therefore,by modifying or distributing

theProgram(or any work basedon theProgram),you indicateyour acceptanceof this Licenseto

doso,andall its termsandconditionsfor copying, distributingor modifyingtheProgramor works

basedon it.

6. Each time you redistribute theProgram(or any work basedon the Program), the recipient

automaticallyreceives a license from the original licensor to copy, distribute or modify the

Programsubjectto thesetermsandconditions.Youmaynot imposeany furtherrestrictionsonthe

recipients’exerciseof therightsgrantedherein.Youarenot responsiblefor enforcingcompliance

by third partiesto thisLicense.

7. If, as a consequenceof a court judgmentor allegation of patentinfringementor for any other

reason(not limited to patentissues),conditionsare imposedon you (whetherby court order,

agreementor otherwise)that contradictthe conditionsof this License,they do not excuseyou

from theconditionsof this License.If you cannotdistributesoasto satisfysimultaneouslyyour

obligationsunderthisLicenseandany otherpertinentobligations,thenasaconsequenceyoumay

not distribute theProgramat all. For example,if a patentlicensewould not permit royalty-free

redistribution of the Programby all thosewho receive copiesdirectly or indirectly throughyou,

then the only way you could satisfyboth it and this Licensewould be to refrain entirely from

distributionof theProgram.

If any portionof this section is held invalid or unenforceableunderany particularcircumstance,

thebalanceof thesectionis intendedto applyandthesectionasa whole is intendedto apply in

othercircumstances.

It is not the purposeof this sectionto induceyou to infringe any patentsor otherpropertyright

claimsor to contestvalidity of any suchclaims;this sectionhasthesolepurposeof protectingthe

integrity of thefreesoftwaredistributionsystem,whichis implementedby publiclicensepractices.

Many peoplehave madegenerouscontributionsto thewide rangeof softwaredistributedthrough

that systemin relianceon consistentapplicationof that system;it is up to the author/donorto

decideif heor sheis willing to distributesoftwarethroughany othersystemanda licenseecannot

imposethatchoice.

This sectionis intendedto make thoroughlyclearwhatis believedto bea consequenceof therest

of thisLicense.

8. If the distribution and/oruseof the Programis restrictedin certaincountrieseither by patents
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or by copyrighted interfaces,the original copyright holder who placesthe Programunderthis

Licensemayaddanexplicit geographicaldistribution limitation excludingthosecountries,sothat

distribution is permittedonly in or amongcountriesnot thusexcluded.In suchcase,this License

incorporatesthelimitation asif written in thebodyof thisLicense.

9. The FreeSoftware Foundationmay publish revised and/ornew versionsof the GeneralPublic

Licensefrom time to time. Suchnew versionswill besimilar in spirit to thepresentversion,but

maydiffer in detailto addressnew problemsor concerns.

Eachversionis givena distinguishingversionnumber. If theProgramspecifiesa versionnumber

of this Licensewhich appliesto it and“any laterversion”, you have the option of following the

termsandconditionseitherof thatversionor of any laterversionpublishedby theFreeSoftware

Foundation.If the Programdoesnot specifya versionnumberof this License,you may choose

any versioneverpublishedby theFreeSoftwareFoundation.

10. If you wish to incorporateparts of the Programinto other free programswhosedistribution

conditions are different, write to the author to ask for permission. For software which is

copyrighted by the Free Software Foundation, write to the Free Software Foundation; we

sometimesmake exceptionsfor this. Our decisionwill beguidedby the two goalsof preserving

the free statusof all derivatives ofour free softwareandof promotingthe sharingandreuseof

softwaregenerally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

PROGRAM , TO THE EXTENT PERMITTED BY A PPLICABLE LAW. EXCEPT WHEN OTHERWISE

STATED IN WRITING THE COPYRIGHT HOLDERS AND /OR OTHER PARTIES PROVIDE THE

PROGRAM “AS IS” WITHOUT WARRANTY OF ANY K IND, EITHER EXPRESSED OR IMPLIED,

INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK A S TO THE QUALITY AND

PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,

YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY A PPLICABLE LAW OR AGREED TO IN WRITING WILL

ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND /OR REDISTRIBUTE

THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY

GENERAL , SPECIAL , INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE

OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR

DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR

A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH

HOLDER OR OTHER PARTY HA S BEEN ADV ISED OF THE POSSIBIL ITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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Appendix: How to Apply TheseTerms to Your NewPrograms

If you developa new program,andyou want it to beof thegreatestpossibleuseto thepublic, thebest

way to achieve this is to make it freesoftwarewhich everyonecanredistributeandchangeunderthese

terms.

To do so, attachthe following noticesto the program. It is safestto attachthemto the startof each

sourcefile to mosteffectively convey the exclusionof warranty;andeachfile shouldhave at leastthe

“copyright” line andapointerto wherethefull noticeis found.

oneline to give theprogram’s nameandabrief ideaof whatit does.

Copyright (C) yyyy nameof author

Thisprogramis freesoftware;youcanredistributeit and/ormodify it underthetermsof the

GNU GeneralPublicLicenseaspublishedby theFreeSoftwareFoundation;eitherversion

2 of theLicense,or (at youroption)any laterversion.

This program is distributed in the hope that it will be useful, but WITHOUT ANY

WARRANTY; without even the implied warrantyof MERCHANTABILITY or FITNESS

FORA PARTICULAR PURPOSE.SeetheGNU GeneralPublicLicensefor moredetails.

You should have received a copy of the GNU GeneralPublic Licensealong with this

program;if not, write to theFreeSoftwareFoundation,Inc., 59 TemplePlace- Suite330,

Boston,MA 02111-1307,USA.

Also addinformationon how to contactyou byelectronicandpapermail.

If theprogramis interactive,make it outputashortnoticelike thiswhenit startsin aninteractivemode:

Gnomovisionversion69,Copyright (C) yyyy nameof author

Gnomovisioncomeswith ABSOLUTELY NO WARRANTY; for detailstype ‘show w’.

This is freesoftware,andyou arewelcometo redistribute it undercertainconditions;type

‘show c’ for details.

Thehypotheticalcommandsshow w andshow c shouldshow theappropriatepartsof theGeneralPublic

License. Of course,the commandsyou usemay be calledsomethingotherthanshow w andshow c;

they couldeven bemouse-clicksor menuitems—whateversuitsyourprogram.

You shouldalso get your employer (if you work as a programmer)or your school, if any, to sign a

“copyright disclaimer”for theprogram,if necessary. Hereis asample;alterthenames:

Yoyodyne,Inc., herebydisclaimsall copyright interestin theprogram

‘Gnomovision’ (whichmakespassesat compilers)writtenby JamesHacker.

signatureof Ty Coon,1 April 1989

Ty Coon,Presidentof Vice
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This GeneralPublic Licensedoesnot permit incorporatingyour programinto proprietaryprograms.

If your programis a subroutinelibrary, you may considerit moreusefulto permit linking proprietary

applicationswith thelibrary. If this is whatyouwantto do,usetheGNU Library GeneralPublicLicense

insteadof thisLicense.
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